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Introduction 

 
The material in this lab aligns to the following learning objectives: 
 

 Objective 3.5:  Explain types of application attacks 

 Objective 4.1:  Explain the importance of application security controls and 
techniques 

 

More information about individual objectives and their sections can be found in 
CompTIA document SY0-401, which is available from the CompTIA website. 

 
In this lab, you will be conducting web application security practices using various tools. 
You will be performing the following tasks: 
 

1. SQL Injection Basics 
2. Cross Site Scripting XSS 
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Lab Topology 
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Lab Settings 

 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 

 

Virtual Machine 

 

IP Address 

 

Account  

(if needed) 

 

Password 

(if needed) 

 

Ubuntu 

 

192.168.1.50 student securepassword 

 

DVL Server 

 

10.1.1.10 root toor 

 

Security Onion 

 

192.168.1.6 soadmin mypassword 

pfSense 

192.168.1.1 

10.1.1.1 

203.0.113.1 

admin pfsense 

 

Kali 

 

203.0.113.2 root toor 
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Pre-Lab Setup 

 
Before continuing to Task 1, log into the following systems below as instructed. 
 

I. Kali 
1. On the login screen, select Other.  
2. When presented with the username, type root.  Press Enter. 
3. When prompted for the password, type toor.  Press Enter. 
4. Minimize the PC viewer window. 

 

II. DVL 
1. On the login screen, type root. Press Enter. 
2. When prompted for a password, type toor.  Press Enter. 
3. When presented with the user prompt, type startx.  Press Enter. 
4. Once the desktop boots close the X Desktop window. 
5. Minimize the PC viewer window. 

  



    
Lab 13:  Analyzing Types of Web Application Attacks 

7 

This work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where 
otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License. 

1 SQL Injection Basics 

 
 
1.1 Using WebGoat for SQL Injection 

 
1. Open the DVL Server PC Viewer.  If closed, click on the DVL Server icon on the 

Topology page. 
 

 
 

2. Start the WebGoat web server by clicking on the Application Menu and navigate 
through Damn Vulnerable Linux > Training Material > Web Exploitation > 
Webgoat > Start WebGoat port 80. 

 

 
 

3. A new Terminal window will appear showing the WebGoat start status.  Leave 
this shell open. Minimize it for now. 

 

 
 

4. Open the Firefox web browser by clicking on the icon located on the bottom 
menu pane. 
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5. While in Firefox, type http://127.0.0.1/WebGoat/attack (case-sensitive) into the 
address field.  Press Enter. 

 

 
 

6. When the Authentication window appears, type guest as the username and 
guest as the password.  Click OK. 

 

 
 

7. Once authenticated, you are welcomed to the WebGoat Welcome page.  Click 
the Start WebGoat button. 

 

 
 
 
 



    
Lab 13:  Analyzing Types of Web Application Attacks 

9 

This work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where 
otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License. 

8. Once the page redirects, click on the Injection Flaws menu item located on the 
left; this will bring down more options. 

 

 
 

9. Click on String SQL Injection. 
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10. At the top-right of the webpage, click on Restart this Lesson. 
 

 
 

11. Type Smith into the text field and click on the Go! button. 
 

 
 
Note that this is how the query is meant to be used; you type in an input and 
expect the proper output. In this case, we searched for users with the last name 
Smith and we received information from the database regarding to all Smiths.  
 

 
 
Hence; SELECT * FROM user_data WHERE last_name =  ‘ Smith ’ 
 
 
 
 
 
 
 
 
 



    
Lab 13:  Analyzing Types of Web Application Attacks 

11 

This work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where 
otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License. 

12. Click on Restart this Lesson. 
 

 
 

13. Inject the user_data database table with a popular injection technique so that 
we can potentially leak all user information stored in the table.  Type the string 
below in the text field: 

 
‘ or 1=1-- 

 

 
 

14. Click the Go! button.  
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Notice how all of the table results are given back to us.  What happened here is 
that we told the query to give us results for ‘ or 1=1-- which in return showed us 
everything that is either equal to a wild card or is not equal to a wild card.  
 

15. After the successful inject, click on Stage 1: String SQL Injection from the left 
menu. 
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16. You will be redirected to a Human Resource login page.  Select Neville 
Bartholomew (admin) from the drop-down box. 

 

 
 

17. Attempt to login without a password by pressing the Login button. 
18. No access has been given. On the Firefox window, select Tools from the top 

menu and click on the Tamper Data tool. 
 

 
 

19. A new Tamper Data application window will appear.  Click the Start Tamper file 
menu option.  
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20. Change focus to the WebGoat web page. Select Neville Bartholomew (admin) 
once more from the user list and click the Login button. 

 

 
 

21. Notice a new pop-up message from the Tamper Data tool appear.  Click the 
Tamper button to proceed. 

 

 
 

22. In the new Tamper popup window, type the string ‘ or 1=1-- into the password 
field.  Click OK. 
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23. Once the tool finishes its process, click Stop Tamper from the file menu. 
 

 
 

24. Notice the successful SQL injection on the WebGoat web page. We now have 
access to the user database as the administrator.  Select the first user from the 
list; Larry Stooge and click the ViewProfile button. 
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25. Notice that we have complete control over all user profiles and complete access 
to their personal information. 

 

 
 

26. Close the Firefox web browser. 
 
 
1.2 Using DVWA for SQL Injection 

 
1. Open the Kali PC Viewer.  If closed, click on the Kali icon on the Topology page. 

 

 
 

2. Open a new Terminal window by clicking on the Terminal icon located on the 
top menu pane. 
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3. Within the Terminal, type the command below to list the currently active 
network interfaces. 

 
ifconfig 

 

  
 

4. Bring the loopback interface to an active state. 
 
ifconfig lo up 

 

  
 

5. Verify that the loopback interface is now up. 
 
ifconfig 
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6. Start the mysql service by typing the command below. 
 
service mysql start 

 

 
 

7. Start the apache web service. 
 
service apache2 start 

 

  
8. Open the Iceweasel web browser by clicking the on the web browser icon 

located on the top menu pane. 
 

 
 

9. In the address field, type http://127.0.0.1/dvwa/login.php.  Press Enter. 
 

 
  

10. On the login page, type admin for the username and password for the password. 
Click Login. 
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11. Click on the DVWA Security menu option located on the left. 
 

 
 

12. Change the security level to low from the drop-down menu and click Submit. 
 

 
 

13. Confirm that the Security level is currently set to low. 
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14. Click on SQL Injection from the left menu. 
 

 
 

15. Type in the number zero (0) in the User ID: field and click Submit. 
 

 
 

Notice no output is given. 
 

16. Type in the number one (1) in the User ID: field and click Submit. 
 

 
 

Notice from the PHP select statement, we are given the output related to an 
admin account, which corresponds to the User ID: 1. 
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17. Attempt to use the “always true” SQL injection technique by typing the string 
below into the User ID: field. 

 
‘ or ‘x’=’x 

 

  
 

This is another popular string variant from the string used earlier from Task 1.1. 
Here we are stating that x will always equal x. 
 

Behind the scenes, the statement is actually querying the following: 
mysql> SELECT first_name, sur_name FROM users WHERE user_id = ‘ or ‘x’=’x; 

 
18. Now we are able to see the account names in the database. Verify that you can 

see all five accounts. 
 

 
 
 
 
 
 
 
 
 
 
 



    
Lab 13:  Analyzing Types of Web Application Attacks 

22 

This work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where 
otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License. 

19. Type another string in the User ID: field to query the version of the database. 
 
‘ or 1=1 union select null, version() # 

 

  
 

20. Click Submit.  Take note of the mysql database version that is given to us. 
 

 
 

21. Type another string in the User ID: field to query the database name. 
 
‘ or 1=1 union select null, database() # 
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22. Click Submit.  Take note of the mysql database name that is given to us. 
 

 
 

23. Type another string in the User ID: field to query for all tables in the 
information_schema database. 

 
‘ or 1=1 union select null, table_name from information_schema.tables # 

 

  
 

Take note of all the different table information next to Surname.  The 
information_database stores information about all of the databases that the 
mysql server maintains. 
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24. Type another string in the User ID: field to query for all column content in the 
user table. 

 
‘ or 1=1 union select null, 

concat(first_name,0x0a,last_name,0x0a,user,0x0a,password) from users # 

 

  
 

Notice the amount of the user information given to us along with their 
respective credentials. 
 

 
 

25. Leave the DVWA web page open for the next task. 
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2 Cross Site Scripting XSS 

 
 
2.1 Using DVWA for XSS 

 
1. While on the DVWA web page, click on XSS stored from the left menu pane. 

 

 
 

2. On this page, you are presented with a write form that is mimicking a comment 
section where random users are able to write their comments.  Make a test XSS 
exploit by typing XSS1 in the Name text field. 

 

 
 

3. Type the script below into the Message text field. 
 
<script>alert(“Exploiting XSS vulnerability test”)</script> 

 

  
 

4. Click on the Sign Guestbook button. 
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5. Notice the popup message showing the same text you have inputted between 
the quotations. With this vulnerability, every time a user views this page they 
will experience the XSS exploit just as it shows now. 

 

 
 

6. Click the OK button on the pop-up alert. 
7. While in the Firefox web browser, click the + icon on the tab bar to open a new 

tab. 
 

 
 

8. On the new tabbed screen, type http://127.0.0.1 into the address field.  Press 
Enter. 

 

 
 

9. Notice that apache web service running on the local machine has the default 
settings for when setting up a homepage.  
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10. Switch back to the Damn Vulnerable Web App tab. 
 

 
 

11. Click on the Setup menu option located to the left. 
 

 
 

12. Once redirected, click on the Create / Reset Database button. 
 

 
 

13. Click on the XSS Stored menu option. 
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14. For the Name, type iframe1. 
 

 
 

15. Type the script below into the Message field. 
 
<iframe src=”http://127.0.0.1”></iframe> 

 

  
 

16. Click on Sign Guestbook. 
17. Scroll down and notice the new iframe presented on the screen.  You should see 

Kali’s homepage within the iframe.  
 

 
 
 
 
 
 
 
 
 
  



    
Lab 13:  Analyzing Types of Web Application Attacks 

29 

This work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where 
otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License. 

18. Click on the Setup menu option. 
 

 
 

19. Once redirected, click on the Create / Reset Database button. 
 

 
 

20. Click on the XSS Stored menu option. 
 

 
 

21. For the name, type cookie1. 
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22. Type the script below into the Message field. 
 
<script>alert(document.cookie)</script> 

 

  
 

23. Click on Sign Guestbook.  A pop-up alert appears showing the user’s cookie 
information; in this case, it is our cookie information.  This script can be modified 
in a way where if the malicious attacker may decide to forward cookie 
information to a remote server and use man-in-the-middle techniques to steal 
personal information on a banking website for example. 

 

 
 

24. Click the OK button. 
25. Close all remaining windows. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


