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Introduction 

 
The material in this lab aligns to the following learning objective: 
 

 Objective 3.2:  Summarize various types of attacks 

 Objective 3.6:  Analyze a scenario and select the appropriate type of mitigation 
and deterrent techniques 

 

More information about individual objectives and their sections can be found in 
CompTIA document SY0-401, which is available from the CompTIA website. 

 
In this lab, you will be conducting password-cracking techniques using various tools. You 
will be performing the following tasks: 
 

1. Cracking Linux Passwords 
2. Cracking Windows Passwords 
3. Obtaining and Cracking Linux /etc/shadow 
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Lab Topology 
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Lab Settings 

 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 
 

 

Virtual Machine 

 

IP Address 

 

Account  

(if needed) 

 

Password 

(if needed) 

 

Ubuntu 

 

192.168.1.50 student securepassword 

 

DVL Server 

 

10.1.1.10 root toor 

 

Security Onion 

 

192.168.1.6 soadmin mypassword 

pfSense 

192.168.1.1 

10.1.1.1 

203.0.113.1 

admin pfsense 

 

Kali 

 

203.0.113.2 root toor 
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Pre-Lab Setup 

 
Before continuing to Task 1, log into the following systems below as instructed. 
 

I. Kali 
1. On the login screen, select Other.  
2. When presented with the username, type root.  Press Enter. 
3. When prompted for the password, type toor.  Press Enter. 
4. Minimize the PC viewer window. 

 

II. DVL 
1. On the login screen, type root. Press Enter. 
2. When prompted for a password, type toor.  Press Enter. 
3. When presented with the user prompt, type startx.  Press Enter. 
4. Once the desktop boots close the X Desktop window. 
5. Minimize the PC viewer window. 
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1 Cracking Linux Passwords 

 
 
1.1 Creating User Accounts and Groups 

 
1. Open the Kali PC Viewer.  If closed, click on the Kali icon on the Topology page. 

 

 
 

2. Open a new Terminal window by clicking on the Terminal icon located on the 
top menu pane. 

3. Type the command below to view the groups on the system: 
 
cat /etc/group 

 

  
 

 New groups and users will be created based on the tables below: 
 

Group:  seniors 

User Password 

elmo 123123 

oscar sanjose 

 
 

4. Populate the group list first by adding two more groups:  juniors and seniors. 
 
groupadd juniors 

 
groupadd seniors 

 

  

Group:   juniors 

User Password 

lisa academic 

homer acapulco 
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5. Confirm that the groups have been added. 
 
cat /etc/group | grep “seniors” 

 

  
 
 Notice the group ID 1002. 
 
cat /etc/group | grep “juniors” 

 

  
 
 Notice the group ID 1001. 
 

6. Type the command below to view the user accounts on the system. 
 
cat /etc/passwd 

 
7. Add users elmo and oscar and assign them to the group seniors. 

 
useradd elmo –g seniors 

 
useradd oscar –g seniors 

 

  
 

You may find it easier to press the up arrow while in the Terminal to display the 
previous command entered and then revise the text in order to enter the next 
command. 

 
8. Add users lisa and homer and assign them to the group juniors. 

 
useradd lisa –g juniors 

 
useradd homer –g juniors 
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9. View the /etc/passwd file once more to verify that all accounts are successfully 
created. 

 
cat /etc/passwd 

 

  
 

Notice the new accounts at the bottom of the list and how each is assigned to 
their respective group IDs mentioned in Task 1.1, Step 5.  Note that the second 
ID field is assigned as the group ID. 
 

10. View the /etc/shadow file and observe the entries next to the newly created 
accounts. 

 
cat /etc/shadow 

 

  
 

The shadow file stores information such as password hashes about user accounts on a 
Linux system. 

 
11. Configure passwords for the users: elmo, oscar, lisa and homer. 

 
passwd elmo 

 
12. Type 123123 twice as the password. 

 

  
 
passwd oscar 

 
13. Type sanjose twice as the password. 

 
passwd lisa 

 
14. Type academic twice as the password. 

 
passwd homer 

 
15. Type acapulco twice as the password. 
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16. Type the command below to view the created users in the shadow file. 
 
tail –n -4 /etc/shadow 

 

 
Notice how the fields next to the new user accounts have changed when 
compared to what was seen earlier in Task 1, Step 11.  They are now populated 
with password hashes. 
 

17. Leave the Terminal open for the next task. 
 
 
1.2 Cracking Passwords on a Linux System Using John the Ripper 

 
1. Before using John the Ripper, type the command below within a Terminal 

window to view the available options that can be used with the application. 
 
john -help 

 
2. Run John the Ripper against the /etc/shadow file using the wordlist, passlist. 

 
john /etc/shadow –wordlist=/tmp/wordlists/passlist 

 

  
Notice the successfully cracked passwords. 
 

3. Leave the Terminal window open for the next task. 
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2 Cracking Windows Passwords 

 
 
2.1 Cracking Windows Passwords Using Hashcat 

 
1. While on the Kali system, focus on the Terminal window. 
2. Change to the /tmp/hashes directory. 

 
cd /tmp/hashes 

 
3. View the winhashes file extracted from a Windows system. 

 
cat winhashes 

 

 
 

Notice the username list with their associated password hashes. 
 

4. Parse out the NTLM hashes from the winhashes file. 
 
cat winhashes | awk –F”:” ‘{print $3}’ 
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5. Now that we have confirmed what is needed to be parsed out, save the output 
to a file named ntlmhashes. 

 
cat winhashes | awk –F”:” ‘{print $3}’ > ntlmhashes 

 

 
 

6. Verify that the NTLM hashes have outputted correctly. 
 
cat ntlmhashes 

 

  
 

7. Initiate Hashcat against the ntlmhashes file with the help of the passlist 
dictionary file. 

 
hashcat –m 1000 ntlmhashes /tmp/wordlists/passlist 

 
If asked to accept a EULA, type YES followed by pressing Enter. 
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After a few seconds, a successful Hashcat output should appear.  Notice that all 
12 NTLM hashes have been cracked with their respective passwords. 
 

8. Leave the Terminal window open for the next task. 
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3 Obtaining and Cracking Linux /etc/shadow  

 
 
3.1 Obtaining the /etc/shadow Remotely 

 
1. Open the DVL PC Viewer.  If closed, click on the DVL icon on the Topology page. 

 

 
 

2. While on accessing the DVL Server, open a new Terminal window by clicking on 
the Terminal icon located on the bottom menu pane. 

 

 
 

3. Type the command below to initialize the FTP service. 
 
proftpd 

 

  
 

 Ignore the IPv6 message. 

  
4. Change focus to the Kali system. 
5. While on the Kali system, navigate to the Terminal window. 
6. Change to the /tmp/hashes directory. 

 
cd /tmp/hashes 

 
7. Remotely FTP into the DVL Server. 

 
ftp 10.1.1.10 

 

  
 

a. When asked for name, type root followed by pressing Enter. 
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b. When prompted for the password, type toor followed by pressing Enter. 
8. Print the current directory. 

 
pwd 

 

  
 

Notice that the output points to the /root directory. 
 

9. Change to the /etc directory. 
 
cd /etc 

 
10. Start the download process in acquiring the /etc/shadow file. 

 
get shadow 

 

 
 
Notice the successful file transfer. 

 
11. Close the FTP session. 

 
exit 

 

  
 

12. Verify that the shadow file has transferred into the current directory 
(/tmp/hashes). 

 
ls -l 

 

  
 

13. Leave the Terminal open for the next task. 
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3.2 Cracking /etc/shadow With Johnny 

 
1. While on the Kali system, observe the content of the recently transferred 

shadow file.  
 
cat /tmp/hashes/shadow 

 

  
 

Take note of the user accounts with hash entries. 
 

2. Start the GUI password cracking application, johnny.  Type the command below 
within the Terminal window. Press Enter. 

 
johnny 

 
3. A new window appears.  Click on the Open Passwd File icon. 

 

 
 

4. In the new File Explorer window, navigate through Computer > / > tmp > hashes. 
Select the shadow file and click on the Open button. 
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5. Verify you are viewing the Passwords screen (if not, click the Passwords icon on 
the left).  

 

 
 

Notice how each column is populated with its respective values. 
 

6. Click on the Options icon as one of the left menu options. 
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7. Select to use the Wordlist mode. 
 

 
 
Notice the tab on the bottom change to Wordlist mode. 
 

8. Within the tabbed area, click on the Browse button. 
 

 
 

9. In the File Explorer window, navigate through Computer > / > tmp > wordlists. 
Select the passlist file and click on the Open button. 
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10. Verify that the Wordlist file is assigned to /tmp/wordlists/passlist. 
 

 
 

11. Once verified, click the Start Attack icon located on the top menu. 
 

 
 

After a couple of seconds, notice the progress bar located at the bottom of the 
window reach 100%. 
 

12. Click the Output icon from the menu located on the left to view the results. 
 

 
 

13. Notice the output with the successfully cracked password hashes. 
 

 
 

14. Close the program and all remaining windows. 
 


