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Introduction
The material in this lab aligns to the following learning objective:

e Objective 3.2: Summarize various types of attacks
e Objective 3.6: Analyze a scenario and select the appropriate type of mitigation
and deterrent techniques

More information about individual objectives and their sections can be found in
CompTIA document SY0-401, which is available from the CompTIA website.

In this lab, you will be conducting password-cracking techniques using various tools. You
will be performing the following tasks:

1. Cracking Linux Passwords
2. Cracking Windows Passwords
3. Obtaining and Cracking Linux /etc/shadow
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Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

. . Password
Virtual Machine IP Address Account
(if needed) .
(if needed)
Ubuntu 192.168.1.50 student securepassword
DVL Server 10.1.1.10 root toor
Security Onion 192.168.1.6 soadmin mypassword
192.168.1.1
pfSense 10.1.1.1 admin pfsense
203.0.113.1
Kali 203.0.113.2 root toor
5
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Pre-Lab Setup

Before continuing to Task 1, log into the following systems below as instructed.

l. Kali
1. Onthe login screen, select Other.
2. When presented with the username, type root. Press Enter.
3. When prompted for the password, type toor. Press Enter.
4. Minimize the PC viewer window.
II. DVL
1. Onthe login screen, type root. Press Enter.
2. When prompted for a password, type toor. Press Enter.
3. When presented with the user prompt, type startx. Press Enter.
4. Once the desktop boots close the X Desktop window.
5. Minimize the PC viewer window.
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1 Cracking Linux Passwords

1.1 Creating User Accounts and Groups

1. Open the Kali PC Viewer. If closed, click on the Kali icon on the Topology page.

Kali

2. Open a new Terminal window by clicking on the Terminal icon located on the
top menu pane.
3. Type the command below to view the groups on the system:

cat /etc/group

New groups and users will be created based on the tables below:

Group: seniors Group: juniors
User Password User Password
elmo 123123 lisa academic
oscar sanjose homer acapulco

4. Populate the group list first by adding two more groups: juniors and seniors.
groupadd juniors
groupadd seniors

:~# groupadd juniors
:~# groupadd seniors

~# |}
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5. Confirm that the groups have been added.

cat /etc/group | grep “seniors”

t /etc/group | grep "seniors”

eniors:x:1002:

Notice the group ID 1002.

cat /etc/group | grep “juniors”

:~# cat /etc/group | grep "juniors"

juniors:x:1001:

Notice the group ID 1001.

6. Type the command below to view the user accounts on the system.
cat /etc/passwd

7. Add users elmo and oscar and assign them to the group seniors.
useradd elmo —-g seniors

useradd oscar —-g seniors

niors
(=]

:~# useradd elmo -g se
:~# useradd oscar -g s

niors

st

You may find it easier to press the up arrow while in the Terminal to display the
previous command entered and then revise the text in order to enter the next
command.

8. Add users lisa and homer and assign them to the group juniors.
useradd lisa —-g juniors

useradd homer -g juniors

:~# useradd lisa -g juniors

:~# useradd homer -g juniors
L~F
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9. View the /etc/passwd file once more to verify that all accounts are successfully
created.

cat /etc/passwd

home/1lisa:/bin/sh
/home/homer:/bin/sh

Notice the new accounts at the bottom of the list and how each is assigned to
their respective group IDs mentioned in Task 1.1, Step 5. Note that the second
ID field is assigned as the group ID.

10. View the /etc/shadow file and observe the entries next to the newly created
accounts.

cat /etc/shadow

The shadow file stores information such as password hashes about user accounts on a
Linux system.

11. Configure passwords for the users: elmo, oscar, lisa and homer.

passwd elmo

12. Type 123123 twice as the password.

passwd oscar

13. Type sanjose twice as the password.

passwd lisa

14. Type academic twice as the password.

passwd homer

15. Type acapulco twice as the password.
9

Mhis work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where

otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License.
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16. Type the command below to view the created users in the shadow file.

tail -n -4 /etc/shadow

~# tail -n -4 /etc/shadow
elmo:$6$9DX5VZ .a$ rOEMGumIi6Zew25iEgqdLUIt f7Mww3wDCBWHEpc 1 AdvOwZV4YRgAa8GCcFcSTWULWDKE1Z .u0Iy19pQ3TIow
IV/:16540:0:99999:7:::
scar:$6$4VS2cP/ .$j coKKf5yBh8q4TLFOxL j 7zRI8cBw31iv fH.wPqRanbyJMdF2c6sEHaaxUH2Ke2pc XWj q5GRLLEILBLY1NKY

:99999:7:::
$4/XPrUZBYdghwOkk87PBihxYn26z.ZwhBLJ571alLiT]l feanISDiP6Q2Yc4uvjbB7aMme04tX/mocEilLwanj

1i4S1:16540:0:99999:7:::

Notice how the fields next to the new user accounts have changed when
compared to what was seen earlier in Task 1, Step 11. They are now populated
with password hashes.

17. Leave the Terminal open for the next task.

1.2 Cracking Passwords on a Linux System Using John the Ripper

1. Before using John the Ripper, type the command below within a Terminal
window to view the available options that can be used with the application.

john -help

2. Run John the Ripper against the /etc/shadow file using the wordlist, passlist.
john /etc/shadow -wordlist=/tmp/wordlists/passlist

:~# john /etc/shadow -wordlist=/tmp/wordlists/passlist
Created directory: /root/.john
Warning: detected hash type "sha5l2crypt", but the string is also recognized as
"--format=crypt" option to force loading these as that
Loaded 5 password hashes with 5 different salts (sha5l2crypt [3
toor (root)

acapulco (homer)

sanjose (oscar)

123123 (elmo)

academic (lisa)

guesses: 5 time: 0:00:00:01 DONE (Thu Apr 16 16:01:56 2015) c/s: 162 trying:
123123

Notice the successfully cracked passwords.

3. Leave the Terminal window open for the next task.
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2 Cracking Windows Passwords

2.1 Cracking Windows Passwords Using Hashcat

1. While on the Kali system, focus on the Terminal window.
2. Change to the /tmp/hashes directory.

cd /tmp/hashes

3. View the winhashes file extracted from a Windows system.

cat winhashes

tmp/hashes# cat winhashes
Administrator:FOD412BD764FFES81AAD3B435B51404EE :209C6174DA4S0CAEB422F3FASA7AEG34 :

Guest :E41905232DC057463832C92FC614B7D1 :B385C9B5725DC63526B78A2ABB83C380: : :
ajenny :84E756DCDF0473B5AAD3B435B51404EE : 4F892A810F871BC64DDC16B9322204E9: : :
05962461F17306D272A9441BB:41609A615F89F93330F9B22BDSEE7015: & :
jorg C04211693FAAD3B435B51404EE : 462809345FB663A5AF07AD52239F3710: & :
Lhenry :29D5C31BFF3D8D25297FCBB5924FCAS] :B7BC675667B419FDEDGS OF552B51:::
calex:B4FABD1DO6839EA4AAD3B435BS1404EE :D77CDADB29E6GIA3F45DB63AC117C92B: ¢
dcoco :2845C8DD5519BD92F3BD4SEDF32EB4A4 : 231 24FEOEEF6DD8BS3CB178F78D5A9C4 : & ¢
tmary :252E471234E267F24841EDOAAS280B7A : 1FSOF71FFED8339F346A81EBCOSE i
nben : 3D455B85B63BB696F500944B53168930 :3479BEA2A46AD18B45F81816D261068A : : :
ikumar:457529528CD3A0584A3B108F3FAGCB6D : 90236D30E7C61B90CE4FS53258228DE74: : :
penny :C1716F5110D2F358AAD3B435B51404EE :ESOBCOCFDCCFFD13650227F501C71F3E: @ :

Notice the username list with their associated password hashes.

4. Parse out the NTLM hashes from the winhashes file.

cat winhashes | awk -F”:” “{print $3}’

mp/hashes# cat winhashes | awk -F":" '{print $3}'
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5. Now that we have confirmed what is needed to be parsed out, save the output
to a file named ntimhashes.

cat winhashes | awk -F”:” “{print $3}’ > ntlmhashes

:/tmp/hashes# cat winhashes”|—awk’ -F"+"~'{print-$3}''>'ntlmhashes

:/tmp/hashes#

6. Verify that the NTLM hashes have outputted correctly.

cat ntlmhashes

4F892A810F871BC64DDC16B9322204E9
A615F89F93330F9B228
AFB7ADS52

23124FECEEF6DD8B53CB178F78D5S
1FS0F71FFED8339F346A81EB
A2A46AD18B45F81816D
1B9GCE4F532
)13650227F50

7. |Initiate Hashcat against the ntimhashes file with the help of the passlist
dictionary file.

hashcat -m 1000 ntlmhashes /tmp/wordlists/passlist

If asked to accept a EULA, type YES followed by pressing Enter.

d by the author --

| IND IS
| RISK. THE AUTHOR
PROFITS OR ANMY OTHER
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wordlists/passlist

radmin
securepw

78f78d5
31ebc096

(/tmp/wordlist asslist)
gment), 54 (words), 410 (bytes
salts

Estimated.:

After a few seconds, a successful Hashcat output should appear. Notice that all
12 NTLM hashes have been cracked with their respective passwords.

8. Leave the Terminal window open for the next task.
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3 Obtaining and Cracking Linux /etc/shadow

3.1 Obtaining the /etc/shadow Remotely
1. Openthe DVL PC Viewer. If closed, click on the DVL icon on the Topology page.
|
DWL

2. While on accessing the DVL Server, open a new Terminal window by clicking on
the Terminal icon located on the bottom menu pane.

3. Type the command below to initialize the FTP service.
proftpd

' proftpd

- IPv6 getaddrinfo ‘bt.example.net’ error: Name or service not known

Ignore the IPv6 message.

4. Change focus to the Kali system.
While on the Kali system, navigate to the Terminal window.
6. Change to the /tmp/hashes directory.

u

cd /tmp/hashes

7. Remotely FTP into the DVL Server.

ftp 10.1.1.10

:/tmp/hashes# ftp 10.1.1.10
Connected to 10.1.1.10
220 ProFTPD 1.3.0 Server (ProFTPD Default Installation) [::ffff:10.1.1.10]
Name (10.1.1.10:root): root
331 Password required for root.

Password:

230 User root logged in.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp>

a. When asked for name, type root followed by pressing Enter.

14
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b. When prompted for the password, type toor followed by pressing Enter.
8. Print the current directory.

pwd

is current directory.

Notice that the output points to the /root directory.

9. Change to the /etc directory.

cd /etc

10. Start the download process in acquiring the /etc/shadow file.

get shadow

ftp> get shadow
local : shadow remote:
00 PORT command succ

O Opening BINARY mode data connection for shadow (567 bytes)
6 Transfer complete.

567 bytes received in 0.00 secs (2782.5 kB/s)

ftp>

Notice the successful file transfer.

11. Close the FTP session.

exit

:/tmp/hashes#

12. Verify that the shadow file has transferred into the current directory
(/tmp/hashes).

1s -1
:/tmp/has

root root 996 April16 16 hashcat.pot

root root 396 Apr. 16 ntlmhashes

root root 567 Apr'16/16:10 shadow

root root 912 Mar 25 15 winhashes
tmp/hashes#

13. Leave the Terminal open for the next task.
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3.2 Cracking /etc/shadow With Johnny

1. While on the Kali system, observe the content of the recently transferred
shadow file.

cat /tmp/hashes/shadow

tmp/hashes# cat /tmp/}
root :$1$30F/pWTC$1vhdy186pAEQc rvepWgpu. :12

Take note of the user accounts with hash entries.

2. Start the GUI password cracking application, johnny. Type the command below
within the Terminal window. Press Enter.

johnny

3. A new window appears. Click on the Open Passwd File icon.

Johnny
File Attack Passwords
=
Open Passwd File Copy
Options

4. In the new File Explorer window, navigate through Computer > / > tmp > hashes.
Select the shadow file and click on the Open button.

Open

Look in: [ /tmp/hashes g By [E] E]
! Computer hashcat.pot
i root ntlmhashes
winhashes
File name: shadow Open
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5. Verify you are viewing the Passwords screen (if not, click the Passwords icon on

the left).
o
Open Passwd File Cpen Lz ssiol Start Attack Resume Attack Pause Attac Copy
User Password Hash
Passwords | RN | $1$30F/pWTC$lvndyl86pAEQCry...| 12859:0:::
? _bin . 9797:0::::;
Optio_"s 3 daemon * 9797:0u:n
ol | [ am * 9797:0:::::
StatiSt_ics 5 |lp * 9797:C::::
/,-/. .ﬁ sync - 9797:0:::::
Settings . 7  shutdown * 97970
@) . 8  halt ¥ 9797:0:::1:
Output . 9 mail . 9797:0::
.10 news * 9797:0::::
"ll uucp * 9797:C:::
12 operator * 9797:0:::
"13 games * 797D
14 ftp |$1$staxEy|$I2HlYK4teh5wH... |16499:0:::::
"‘1'5 smmsn " 9797:0::::

Notice how each column is populated with its respective values.

6. Click on the Options icon as one of the left menu options.

Passwords

&

Options

-Ui

Statistics

<

"4
Settings

-

Output

17

(1)
Ev his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where
otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License.




Lab 8: Mitigation and Deterrent Techniques — Password Cracking

7. Select to use the Wordlist mode.

@ General options

Passwords

Format:

Mode selection and settings
) Default behaviour

lUi

Statistics | |® Wordlist mode

) "Single crack" mode

// O "Incremental” mode

Settings | ' External mode

Notice the tab on the bottom change to Wordlist mode.

8. Within the tabbed area, click on the Browse button.

® Wordlist mode

O "Incremental" mode

O External mode

Default behaviour | "Single crack” mode | Wordlist mode | "Incremental” mode = External mode

Wordlist mode uses data from wordlist file. As an addition rules could be applied. Section "Wordlist" would be used to mangle words
with rules,

Wordlist file: I [v]

Browse

[] Use rules

"] Use external mode, filter name: [

9. In the File Explorer window, navigate through Computer > / > tmp > wordlists.
Select the passlist file and click on the Open button.

Open |
| Lookin: 3 /tmp/wordlists ¢ $e° e By |@| @ |
i £ root
i
| File name: |pass|.ist | Open
18
®' Ev his work by the National Information Security and Geospatial Technologies Consortium (NISGTC), and except where

otherwise noted, is licensed under the Creative Commons Attribution 3.0 Unported License.




=

Lab 8: Mitigation and Deterrent Techniques — Password Cracking
10. Verify that the Wordlist file is assigned to /tmp/wordlists/passlist.

Default behaviour | "Single crack™ mode ‘ Wordlist mode | “Incremental” mode

Wordlist mode uses data from wordlist file. As an addition rules could be applied. Section
with rules.

Wordlist file: l!tmpfwordL'rstsfpassL'rst v |

11. Once verified, click the Start Attack icon located on the top menu.

File Attack Passwords

CQ:
¥

Open Passwd File Start Attack

After a couple of seconds, notice the progress bar located at the bottom of the
window reach 100%.

12. Click the Output icon from the menu located on the left to view the results.

Q

Passwords

Options

™ UH
Statistics
‘ L

Settings |

13. Notice the output with the successfully cracked password hashes.

guesses: 3 time: 0:00:00:00 DONE (Thu Apr 16 16:12:55 2015) c/s: 2400 trying: admin - passjl
Use the "--show" option to display all of the cracked passwords reliably
Loaded 3 password hashes with 3 different salts (FreeBSD MD5 [128/128 SSE2 intrinsics 12x])

toor (root)
ftp (ftpadmin)
ftp (ftp)

14. Close the program and all remaining windows.
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