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Man-in-the-Middle Attack

Evil Eve the Eavesdropper (and the man in the middle)
sneakily replaces George’s public key in the repository with
her own.

\/ =
" Eve can intercept the )

[ /|~ message, read it, re-encrypt
L it, and send it onward.

George’s
Public Key || But really Eve’s public key!
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Public Key Infrastructure

Goal: bind identity to a public key
* Principals must be 1dentified by an acceptable name.

* Often a domain name or email address will do.

Binding is necessary to mitigate man-in-the-
middle attacks.

Erroneous binding compromises confiden-tiality
The alternative to the PKI is the Web of Trust
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Certificate Authorities

* A CA s a trusted organization (Verisign!?!)
that exists to issue digital certificates.

 Carefully verify the identity of the principal
» Keep their signing (private) key private
* A principal creates a digital certificate with an
1dentity and a public key...
* The CA verifies the identity...
* And signs the certificate with 1ts own private
key.
* The CA’s public key is “well-known” and can
be used to verify the signature
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Reminder: Digital Certificate

Contains:
Principal’s Identity
* Principal’s identity Amazon.com
* Principal’s public key Principal’s Public Key

* Identity of signer and other inf¢ mQGIBDIaAVWRB

, - . Hash, other information
Di g.ltal Sl gna.ture S e
Everything 1s plain text except

Signer’s ldentity

the digital signature, which 1s Verisign

d Cryptographic hash (digeSt) Digital Signature

encrypted by the signer’s B157 ACE3 9788
private key.
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Changing the Public Key

* Evil Eve substitutes her Principal's [dentity
public key for Amazon’s, a Amazon.com
man-in-the-middle attack. Eve's Public Key

DfiZOkhURN

* The digital signature 1s no S
. Hash, other information
longer valid (because the SHA-256

data have changed.) Signer's Identity

: : Verisign
* Evil Eve must gain access !

Digital Signature

to the signer’s private key B157 ACE2 9788

(signing key) to forge a
new digital signature. We hope this 1s hard!
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Public Key In a Certificate

If George’s public key 1s contained in a certificate,
digitally signed with a private key, it is much
harder to tamper with the public key in the

certificate.
=

(o

=——'-/( -::i‘d _
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Hierarchy of Certificate Authorities

Root Certificate Cross-Certify Root Certificate

Root CA

Root CA

Certificate

Certificate

Cert Authority

Cert Authority

Certificate ‘ ¢ Certificate ¢ ¢
( Certificate ) ( Certificate ) Certificate Certificate

Cert Authority Cert Authority
Y
' Cert Authority End User Cert Authority
End User

Y A A
Certificate ( Certificate ) ( Certificate ) ( Certificate )

Y
End User | End User

Y Y

End User | End User
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Trusting “Things”

* We trust that DDS has correctly 1dentified the

individual.

* We trust that this document 1s not a forgery.
* We trust that no one has compromised an
employee at DDS to produce a “real” document

with bogus information on it.

USA
GEDYQiG. DRIVER'S LICENSE
& i35
T T e

SRR DL NO, ’!CDQ{II}DDO1 poi 12/31/1968
55

g. CLASS ExF 07/01/2011
- IMA, GEORGIA
& SAMPLE
- A 1234 ANY ST.
ANY TOWN, GA 33333
7 ULTON
estrictions A End NONE
5= 0T/01/2006
SexM  Eyes BLU
st Hot 6-07 Waor 130

DD 12345678901 72456 TR00ABCDE
Lo Bl (B
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Trusting Digital Certificates

We must trust that:
* The CA has correctly identified the principal
(not very hard)

* The CA’s private key has not been
compromised:
* Theft of the key
* Subversion of the CA’s mechanisms
e This does not scale well... the more CAs there
are the more opportunities for sub-version
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Lifetimes of Certificates and Keys

* Trade off: security vs. overhead

 Renewal of certificate
* Original keys, new certificate

* New keys and certificate
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Be Edt Yew Hgory Bockmaks Toos Hep [0

= C ate Error: Nawvigation Blocked - Windows Internet Explorer

Ga - ‘a https://spsu redeondor neticonsole/digastivizw action jsessionid:

a g — Ttoken="
& A hops:/json feorscke St et sonid= e Fle Edit “iew Favorites Tools Help
< Favorites | 8 H suggested Sites ¥ @] Web Slice Gallery
Thie Connection is Untrusted JE Certificate Error: Navigation Blocked

“fou b aked Frefox 1o conrect securdy 1o spau.redcondor.net, but we can't confirm that your
CONPECHon 5 Seore.

PBlornaly, when you Iy o conmect securdly, stes wil present musted idenificaton to prove tht you are.
going to the right place. Howewver, thes site’s identity can't be venfied.

What Should I Do?

IF yous usualy connect to ths sie without problems, ths emor coukd mean that someons & tng
impersonati the o, and you shoukdnt contnue.

* Technical Details
‘sprsuredcondornet Uses an invald securty certficate.
The certificate axpred on 4/21/2012 802 PM. The curment tme & S/28/2012 4126 44,
(Error code: sec_emor_sopred_certificate)

I Understand the Risks

I wins urderstared what's goreg on, you can tel Frefo 1o start tustng this ste's dermfication. Even Il
ou trust the site, this error with your

Dot adkd an exception Uriess you know there's a good
idenitfication.

& Logn to Geera.., (. New Tab

A The site's security certificate has expired!

You attempted to mach spau.redcondor.net bt the server prosented an supined contificats. No irdarmation is

@ There is a problem with this website's security certificate.

The security certificate presented by this website has expired or is not yet valid.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server,
We recommend that you close this web

and do not to this websi

p

@ Click here to dose this webpage.

w Continue to this website (not recommended).

@ More information

€ - C fxbite://spsuredcondor net/console/digest/view action; jsessionid = e m B .

available 10 indicate whethor that cemifcate has heen compromised since its eupration. This means Gaogie
Chram eanant guarantes thal you are communicating with speuradeandar.net and nt an attacks: Yaur
camputar's clock i cumantly st to Monday, May 28, S50 9 # Doas that laak nght? i nat, you
should comect the emor and refresh this page.

‘You should net procesd, if you have neves zeen this ing befare for thie site.

® Helo me undésstand




Revoked Certificates

* What happens if a private key 1s known to be
compromised? (The digital certificate still
looks OK, but 1s no longer safe, that’s what!)

* Certificate authorities maintain revocation lists
to revoke compromised keys.

* The client software using the certificate must
check the revocation list.
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About Attacks on Cryptography

A CRYFTO NERD'S WHAT WoULD
1 IMASINATION A ACTUALLY HAPPEN:
HIS LAFTOPS ENCRYPTED. HIS LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOLLAR, DRUG HIM AND HIT HIM WITH
CLLJSTEP- To CRACK \T- THIS $5 WRENCH UNTIL
NO GOoD! [T’ HETEUSUE.THEP#SSH&EJ}.
uoGE -BIT REH‘ GOT T,
ELPEﬂ OUR
EVIL PLAN
15 FOILED! ™~
KENNESAW
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* George

Man-in-the-Middle Scenario

lives in Elbonia and has a Gmail

account.

* The Elbonian Minister of Peace and
Benevolence suspects that radicals are using
Gmail to upset the peaceful benevolence of
Elbonia. He wants to catch them!

* There’s only one ISP in Elbonia, and it is run
by the government.

Am
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https://mail.google.com

Snoop-proof SSL/TLS Encrypted Connection



What Really Happens - Step 1

Elbonian DNS
https://mail.google-com Server
®

&

mail.google.com?

74.125.45.83

I 4

George’s computer asks the Domain Name
System for the IP address of mail.google.com and
receives an answer.
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What Really Happens — Step 2

https://mail.google.eom
®

Q{\ To: 74.125.45.83

NG TLS “Client hello”

g Y
< | .

g/(:m Gmail; here’s proof: ? GIY\L ||

George’s browser contacts Gmail at the address
from DNS and asks for an encrypted connection.
Gmail replies with a digital certificate.
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That Digital Certificate

mail.google.com

a4 7tk8smkkl2#*doru
mnw$gj&@ma”[pog
,?fghqg

Verisign

Expiration, etc.

Digital Signature
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Identifier

Public key (Google holds the
corresponding private key.)

Certificate Authority ID

Other information

Signed with CA’s private key.
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What Really Happens — Step 3

mail.google.com Does the Certlﬁcate

validate? If yes...
~ ¢

v

<€(/

George’s browser validates the digital certificate.
If all 1s OK, sends a “premaster secret” to Gmail.
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STATE [JNIVERSITY ™

. Here's a Session Key
/”/f/(Encrypted with the public key from
|

the digital certificate.) GM ||
y i

20




https://mail.google.com

|

SSL/TLS Connection encrypted with the
session key from Step 3.




The Attack — Step 1

https://mail.google.co

mail.google.com?
I

Elbonian DNS
Server

| \«)\
274, 125 45.83

*g( Don't believe! It's a lie! V4

George’s computer asks the Domain Name System for

the IP address of mail.google.com and receives a bogus
address from the Elbonian DNS server

A\N&N 22
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The Attack — Step 2

https://mail.google.com
®

)
] 1“,’-}\ To: 274.125.45.83

/& TLS “Client hello’
o

s > B

Elbonian proxy server...
the “man in the middle.”

'm Gmall: here’s
proof:

The Elbonians put a proxy server at the bogusiaddress, between
George and Gmail. Communication is still secure, though.

KNS 23
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A Rogue (but “Valid”) Digital Certificate

mail.google.com Identifier

b38fisfgauki$%utiic] | Public key (Elbonia holds the

*8:lasmmawr&&*d | corresponding private key.)
gtlkyuzx

DigiNotar Certificate Authority ID

Expiration, etc. Other information

Digital Signature Signed with DigiNotar’s private
key.

KNS 24
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Elbonian proxy server...
https://mail.google=com the “man in the middle.”
9

&

@\1\

=7 To: 274.125.45.83

AN ﬁl TLS “Client hello”
N

' | S
’4m Gmail; here's &t
proof. |7




The Result

* George 1s talking to a proxy server that
identifies itself as Gmail through a valid but
rogue digital certificate.

* The proxy can decrypt all data on the
connection to George, including George’s
password.

* The proxy server talks to Gmail, pretending to
be George.

* The confidentiality of George’s Gmail account
is completely compromised.
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Multi-Factor Authentication

* We will discuss the three factors that can prove
identity:
* Something you know
* Something you have

e Something you are.

* Google and others implement two-factor
authentication.

 If a service you use has two-factor
authentication, turn it on!
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Certificate Pinning

* Certificate p

inning and public key pinning are

“trust on first use” measures that can help
mitigate even a man in the middle attack by a

government.

* The first time George’s browser connects to
Gmail, 1t “pins” (saves) the digital certificate.

 If a rogue certificate 1s presented later, the

browser can

Am
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warn George.
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Web of Trust

* A digital certificate signed by a CA has only
one signature; if 1t’s bad, security 1s toast.

* What if we could have a certificate signed by
several trusted parties?

* They’d all have compromised to compromise a
public key.

 That is Phil Zimmerman’s “web of trust.”

KNS 29
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Fle Edt Vew Go Bookmarks Tools Help i
& - $ - g @ @ |D http: /fpgp.mit.edu: 1137 1/pks lookup?op=vindex&search=0x 20 3F73FE le o Go
Google + [ ]G] e~ 9 P57 o - 6 cprs 5

- N
Public Key Server -- Verbose Index ""0x203F73FE "
Type bits /keyID Date User ID
pub 1024D/203F73FE 2003/09/06 Robert L. (Bob) Brown <bbrown@spsu.edur
sig CRETRDTC PGP Global Directory Verification Key
sig CRETRDTC PGP Glokal Directory Verification Eey
sig CRETRDTC PGP Global Directory Verification Key
sig CRETRDTC PGP Glokal Directory Verification Eey
=ig CLETRDTC PGP Global Directory Verification EHey
sig 203F73FE Robert L. (Bob) Brown <kbbrownf@spsu.edu>

Robert L. (Bob) Brown <robebrow@nova.edu>

sig CRETRDTC PGP Glokal Directory Verification Eey
=ig CRETRDTC PGP Global Directory Verification Eey
=ig CRETRDTC PGP Glokal Directory Verification EKey
=ig CRETRDTC PGP Global Directory Verification Eey
=ig CRETRDTC PGP Glokal Directory Verification EKey
=ig CRETRDTC PGP Global Directory Verification Eey
=ig CRETRDTC PGP Glokal Directory Verification EKey
sig CRSTRDTC PGP Global Directory Verification Eey
=ig CRETRDTC PGP Glokal Directory Verification EKey
sig CRSTRDTC PGP Global Directory Verification Eey
=ig Q9F&B4075 James Cannady <j.cannady@computer.org»
sig 203F73FE Robert L. (Bob) Brown <bbrown@spsu.edu>
[ oo




* Do you trust any entity that has signed the key?

* If so, you can trust that you have Brown’s real
key.
* No? Read on...




Fle Edt View Go Bookmarks Toos Help &
& s $ A ﬁ @ @ |D http:/fpgp. mit.edu: 11371/pks lockup?op=vindex&search=0x3F6B4075 [g:l o Go
Google - | |Gl search + g PoRerk M ey« o] optons <
H
. N

Public Key Server -- Verbose Index " 0x9F6B4075 "' g
Type bits /keyID Date User ID
pub 1024D/3F&E4075 2000/08/18 James Cannady <Jj.cannady@computer.orgs>
sig BB4608R1 Peter Nai Wan <peter.wan@cc.gatech.edu>
sig 09590CFD Peter Nai Wan EeyID: 09590CFD
sig 6916CET3 Peter Nai Wan <peter.wanfcc.gatech.edu>
sig 603RECIF (Unknown signator, can't be checked)
sig SEEE50CC (Unknown signator, can't be checked)
sig QETRCOCL (Unknown signator, can't be checked)
sig AES51161 (Unknown signator, can't be checked)
sig ZESSRZRD Mercy M. Fung <fungmerc@nova.edu>
sig 1072FTROD Merrick Wright <mwrwright@sprintmail.com>
sig 2TBSEACE Raymond E LaCasse <raymond.lacassefprodigy.nec>
sig 82558B15 Dinesh ¥hialani <khialani@nova.edu>
sig E&61281D ¥uansong Li <lixuansc@scis.nova.edu>
sig FOBST7T72E (Unknown signator, can't be checked)
sig 54FD9104 (Unknown signator, can't be checked)
sig D3TAF273 Cleo Cannady <cleo@kuiper.scis.nova.edu>
sig DFBS2ECL William P. Cantor <cantorw@nova.edu>
sig 08576C19 Yehia Hamze <yehiahamzefhotmail.com>
sig S52BBEQTY Elizabeth Kay Hawthorne <ehawthorne@acm.org>

CRE4EZ2T (Unknown signator, can't be checked)

sig
5i F194EA3T Janice Swiatek-Kelley <swiatekkfnova.edu>
[ S8 Done




Transitive Trust

* Do you trust any of the people who have
signed Dr. Cannady’s key? If so, you can trust
that you have Brown’s real key.

e This 1s transitive trust.
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Other Public Key Algorithms

* The public key algorithm we’ve studied 1s the
RSA algorithm.

* In the RSA algorithm, the keys are
cryptographic inverses of one another.

* There are other public key cryptography
algorithms for which that 1s not the case.

* Those other algorithms cannot be used for
digital signatures in the way we’ve discussed.
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Cryptography, Keys, and the Law

Important points:

* [ am not a lawyer.

* I cannot and will not give you legal advice.

e Good common-sense advice:
* Do not possess illegal material.

* If you think you need a lawyer, you do!
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On Giving Up Encryption Keys

(The cases refer to these as “passwords.”)

e United States v. Kirschner, U.S. District Court,

Eastern District of Michigan, Southern
Division, March 30, 2010

* Defendant accused of receipt of child
pornography, grand jury subpoena to provide
all passwords for computer and any files.

* Subpoena quashed; defendant did not have to
provide passwords.

KNS 36
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The Other Side of the Coin

* In Re Boucher, United States District Court for
the District of Vermont. Nov. 29, 2009.

* Boucher was stopped on entry to the U.S. and
asked to turn on his laptop computer.

* Customs agents observed what appeared to be
child pornography. Boucher arrested, laptop
seized.

* A partition on the drive was encrypted; a
subpoena demanded the password from
Boucher. Boucher pleads the fifth.

KNS 37
STATE [JNIVERSITY ™




The Other Side of the Coin

Magistrate judge agreed; government appealed.
The District Court ruled that the subpoena 1s

valid and Boucher must provide the contents of
the encrypted drive (partition.)
 Differences:
* He had already allowed access once; the result
was a “foregone conclusion.”
* The demand was for the “contents, unencrypted”
and not for the password.
* The Supreme Court will eventually decide.
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The Other, Other Side

* Feds seized a laptop computer from Ramona
Fricosu, who was accused of fraud.

* It’s encrypted. (Surprise!)
* U.S. District Judge Robert Blackburn ordered
Fricosu to decrypt, on penalty of contempt.

* Fricosu pleads the Fifth; Blackburn isn’t
moved and Ramona Fricosu goes to jail.

* The case appeared headed for a Federal
Appeals Court, with Fricosu in jail.
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However...

* The Feds “crack” the encryption on Fricosu’s
computer, rendering the court order moot.

* Speculation: They probably didn’t really crack the
encryption; Fricosu’s ex husband is a co-
defendant and 1s cooperating with the
prosecution. He either had or helped
investigators guess the password or phrase.

* The government “became able” to “crack™ the
encryption just after the 11t U.S. Circuit Court of
Appeals ruled that forcing a suspect to decrypt a
hard drive 1s unconstitutional.
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Still Another Side

U.S. Magistrate Judge William Callahan
(Wisconsin) ruled that requiring Jeffrey Feldman
to decrypt data or hand over a pass phrase
violated Feldman’s First Amendment rights.

* Time passes... the Feds “crack” the encryption
on one¢ drive, find child porn.

* Judge Callahan then ordered Feldman to decrypt
the rest of the drives under the “foregone
conclusion” theory, May, 2013.

* June 4, 2013: District Judge Rudolph Randa

temporarily stays Judge Callahan’s order.
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Still Another Side (Continued)

* August 16, 2013: Federal prosecutors withdraw
the order compelling Feldman to decrypt his
disk drives.

* Reason: the material on the drives they
“cracked” 1s enough to prosecute Feldman.

* Speculation: The Feds did not “crack” the
encryption; they guessed a password or
passphrase.

* Prosecutors want to avoid another Fifth
Amendment ruling 1f possible.
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The 11t Circuit Case

* “John Doe” 1s suspected of possessing child
pornography on several encrypted disk drives.

* A Florida Federal grand jury issued a subpoena
ordering “Doe” to decrypt the material.

* “Doe” pleads the Fifth and refuses. He 1s sent
to jail for contempt.

* The 11% Circuit Court of Appeals (Atlanta) rules
that “Doe” 1s protected by the Fifth
Amendment, March, 2011.
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The End Result

e ... 1S not known.

* There will be an eventual appeal to the
Supreme court, which will rule on whether
passwords or passphrases are protected under
the Fifth Amendment.

* Common sense advice:

* Do not possess 1llegal material.
* Use strong passwords.

* Assume, at least for now, that you will go to jail
for contempt if you do not give up the password.
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Border Searches

e March 8, 2013: 9% Federal Circuit Court of Appeals
upheld the conviction of Howard Cotterman for
possession of child pornography.

* Customs agents performed a “forensic
examination” of his computer upon his return from
Mexico

* The Court ruled that the “presence of password
protected files” (presumably encrypted) plus
Cotterman’s earlier conviction provided
“reasonable suspicion” to justify the search.
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Search Incident to Arrest

* Objects 1n your “immediate possession” can
be searched 1f you are arrested.

* “Immediate possession’ includes the interior
of a car, but not the trunk.

* Thus, your laptop could be searched if you
are stopped for a traffic violation.

* Common sense advice:
* Do not possess illegal material.
* Keep your laptop in the trunk.
 Use strong passwords.
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Cell Phones

* In June, 2014, The Supremes ruled that a
warrant 1s necessary to search a cell phone,
even incident to arrest.

* The Supremes got involved when Federal
appeals courts contradicted one another.

* You should still protect your phones with
strong passwords.
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Only in the United States

U.S. law does not apply 1n other countries.
Example, in the U.K., one can be required to
produce encryption keys.
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Can “They” Crack Your Key?

* Yes, or at least they can try, just as (with a
warrant), “they” can drill open your safe.

* However, “good” modern cryptosystems (€.g.
TrueCrypt, GPQG) are extremely difficult to crack.

* Not all cryptosystems are “good.” Example: most
smart phones have well-known vulnerabilities.

* Passwords or phrases are the greatest vulnerability
for “good” cryptosystems.

* Common sense advice:
* Do not possess illegal material.
 Use strong pass phrases.
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